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ʇʣʘʥ ʧʨʝʟʝʥʪʘʮʠʠ

Áʉʪʠʤʫʣʳ ʨʘʟʚʠʪʠʷ ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʭ ʩʨʝʜʩʪʚ 
ʙʝʟʦʧʘʩʥʦʩʪʠ

Áʀʥʪʝʛʨʠʨʦʚʘʥʥʳʝ ʩʨʝʜʩʪʚʘ ʫʧʨʘʚʣʝʥʠʷ 
ʫʛʨʦʟʘʤʠ

Áʉʦʦʙʨʘʞʝʥʠʷ ʧʦ ʧʨʦʝʢʪʠʨʦʚʘʥʠʶ

Áʄʦʜʝʣʠ ʨʘʟʚʝʨʪʳʚʘʥʠʷ

Áʈʝʟʶʤʝ
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ʋʛʨʦʟʳ ʠ ʪʝʭʥʠʯʝʩʢʠʝ ʧʨʦʙʣʝʤʳ

ʌʠʣʠʘʣ

ʎʝʥʪʨʘʣʴʥʳʡ ʦʬʠʩ
ʀʥʪʝʨʥʝʪ

Web-ʪʨʘʬʠʢ

ɸʪʘʢʘ ʥʘ
ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ

ʋʛʨʦʟʳ ʜʣʷ ʬʠʣʠʘʣʘ ʠ ʮʝʥʪʨʘʣʴʥʦʛʦ ʦʬʠʩʘ

ɺʨʝʜʦʥʦʩʥʳʝ ʜʝʡʩʪʚʠʷ 
ʢʣʠʝʥʪʘ ʚ ʬʠʣʠʘʣʝ

ɸʪʘʢʠ ʥʘ 
ʙʝʩʧʨʦʚʦʜʥʫʶ ʩʝʪʴ

ɸʪʘʢʠ ʥʘ ʩʠʩʪʝʤʫ 
ʛʦʣʦʩʦʚʦʡ ʩʚʷʟʠ

ɸʪʘʢʠ ʥʘ ʩʝʨʚʝʨʳ
ʬʠʣʠʘʣʘ

ʌʠʣʠʘʣ

ʌʠʣʠʘʣ

ɸʪʘʢʘ ʥʘ ʤʘʨʰʨʫʪʠʟʘʪʦʨ/ 
ɼʄɿ ʮʝʥʪʨʘʣʴʥʦʛʦ ʦʬʠʩʘ

QFP



É 2009 Cisco Systems, Inc. All rights reserved.Cisco PublicBRKSEC-2007_c1 4

ʇʦʪʨʝʙʥʦʩʪʴ ʚ ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʭ ʩʨʝʜʩʪʚʘʭ ʙʝʟʦʧʘʩʥʦʩʪʠ
ʉʨʝʜʩʪʚʘ ʙʝʟʦʧʘʩʥʦʩʪʠ IOS

ʌʠʣʠʘʣ

ʎʝʥʪʨʘʣʴʥʳʡ ʦʬʠʩʀʥʪʝʨʥʝʪ

Regulate 
surfing

Attack on the 
infrastructure

Malicious 
Branch 
Client  
Activities 

Voice 
attacks

Attacks on 
branch servers

ʌʠʣʠʘʣ

ɿʘʱʠʪʘ
ʦʩʥʦʚʥʳʭ ʩʝʪʝʚʳʭ 
ʤʝʭʘʥʠʟʤʦʚ

ʄʉʕ ʫʨʦʚʥʷ
ʧʨʠʣʦʞʝʥʠʡ

011111101010101011111101010101

IPS FPM

ʌʠʣʴʪʨʘʮʠʷ 
ʢʦʥʪʝʥʪʘ

ɿʘʱʠʪʘ
ʛʦʣʦʩʦʚʦʡ 
ʩʚʷʟʠ

Wireless 
attacks

ɿʘʱʠʪʘ
ʙʝʩʧʨʦʚʦʜʥʦʡ 
ʩʝʪʠ

Áɿʘʱʠʱʝʥʥʳʡ ʜʦʩʪʫʧ 
ʢ ʀʥʪʝʨʥʝʪʫ ʚ 
ʬʠʣʠʘʣʝ ʙʝʟ 
ʫʩʪʘʥʦʚʢʠ 
ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 
ʫʩʪʨʦʡʩʪʚ

Áɹʦʨʴʙʘ ʩ ʠʥʪʝʨʥʝʪ-
ʯʝʨʚʷʤʠ ʠ ʚʠʨʫʩʘʤʠ 
ʧʨʷʤʦ ʚ ʩʝʪʠ 
ʬʠʣʠʘʣʘ, ʩʥʠʞʝʥʠʝ 
ʥʘʛʨʫʟʢʠ ʥʘ ʢʘʥʘʣ 
ʧʦʜʢʣʶʯʝʥʠʷ ʢ 
ʛʣʦʙʘʣʴʥʦʡ ʩʝʪʠ

Áɿʘʱʠʪʘ 
ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʦʪ 
ʚʟʣʦʤʘ ʠ ʘʪʘʢ ʪʠʧʘ 
"ʦʪʢʘʟ ʚ 
ʦʙʩʣʫʞʠʚʘʥʠʠ"

ɿʘʱʠʪʘ ʬʠʣʠʘʣʦʚ ʠ ʮʝʥʪʨʘʣʴʥʦʛʦ ʦʬʠʩʘ

QFP

Åʇʝʨʠʤʝʪʨ ʩʝʪʠ

Åʇʝʨʠʤʝʪʨ ʎʆɼ

Åɼʄɿ
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ʇʣʘʥ ʧʨʝʟʝʥʪʘʮʠʠ
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ʫʛʨʦʟʘʤʠ
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Áʈʝʟʶʤʝ
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ʉʢʚʦʟʥʦʝ ʨʝʰʝʥʠʝ ʜʣʷ ʟʘʱʠʪʳ 
ʛʣʦʙʘʣʴʥʦʡ ʩʝʪʠ

ʊʦʣʴʢʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ CiscoÈ

CCP NetFlow IP SLA
ʈʦʣʝʚʦʡ
ʜʦʩʪʫʧ

ʋʧʨʘʚʣʝʥʠʝ ʠ ʤʦʥʠʪʦʨʠʥʛ

ɿʘʱʠʱʝʥʥʳʝ ʩʝʪʝʚʳʝ ʨʝʰʝʥʠʷ

ɿʘʱʠʪʘ
ʛʦʣʦʩʦʚʦʡ 
ʩʚʷʟʠ

ʉʦʦʪʚʝʪʩʪʚʠʝ
ʥʦʨʤʘʪʠʚʥʳʤ
ʪʨʝʙʦʚʘʥʠʷʤ

ɿʘʱʠʱʝʥʥʘʷ 
ʤʦʙʠʣʴʥʦʩʪʴ

ʅʝʧʨʝʨʳʚʥʦʩʪʴ 
ʙʠʟʥʝʩʘ

ʉʨʝʜʩʪʚʘ
NAC 802.1x

ɿʘʱʠʪʘ 
ʦʩʥʦʚʥʳʭ 
ʩʝʪʝʚʳʭ 
ʤʝʭʘʥʠʟʤʦʚ

ʉʨʝʜʩʪʚʘ
FPM

011111101010101011111101010101

ɿʘʱʠʱʝʥʥʳʝ ʧʦʜʢʣʶʯʝʥʠʷ

GET VPN DMVPN Easy VPN SSL VPN

ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʚʩʝ ʵʪʠ 
ʬʫʥʢʮʠʠ

ʀʥʪʝʛʨʠʨʦʚʘʥʥʳʝ ʩʨʝʜʩʪʚʘ ʫʧʨʘʚʣʝʥʠʷ ʫʛʨʦʟʘʤʠ

ʇʨʝʜʦʪʚʨʘ-
ʱʝʥʠʝ 
ʚʪʦʨʞʝʥʠʡ

ʈʘʩʰʠʨʝʥʥʳʡ 
ʄʉʕ

ʌʠʣʴʪʨʘʮʠʷ 
ʢʦʥʪʝʥʪʘ


