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[MnaHnpoBaHue IP BuaeoHabnogeHus

1. Onpenenutb KONMMYECTBO KAMEP Ha KaXKAoOM O0ObekTe
HabnaeHns

2. [lntaHne 4yepes PoE/BHeWHUIN ONIOK NUTAHUS

3. OueHuTb KOOEK, pa3dpelueHune, bitrate/framerate ans
Ka)kgoro oobekTa HabnwaeHusd

4. OnpepenuTb TpeboBaHUSA K ANTUTENBHOCTN XPaHEHUS

[TpoBepuTb NogAepKKy HeobxoanmMbIX PYHKUMA Ha
KOMMYyTaTopax

6. [lpoBecTu ayauT ceTu u onpenennuTb TpebyeTtca nu
obHoBneHne/peansanH

7. OnpepenuTtb NnapameTpbl CEPBEPOB AN CUCTEMBbI
yrpaBneHnsa 1 BbIYUCITUTb HEOOXOAUMbIE PecypChbl Ans
XpaHeHns



[MnaHnpoBaHue IP BuaeoHabnogeHus

8. Bbigenutb IP-agpecHoe npoctpaHcTeo 1 VLAN-bI

9. Onpegenutb 3anyuleHbl Nn B cetn cepBucbl NTP, Syslog,
SNMP, cuctemsbl ynpaBneHnsa ceTbio

10. lNpoaHanunsnpoBaTb CyLLEeCTBYOLWNE NONMNTUKN QOS,
OLUEHUTb TpebyeMmble nameHeHnsa ans IP
BMaeoHabntoaeHus

11. OnpegennTtb HEOHXOONMMOCTb B KPUNTOBAHUKN U NMpaBa
OoCTyna K BUOeo,KoTopble YOOBNETBOPAKT NOTPEOHOCTAM
nonb3oBaTenen u COOTBETCTBYIOT KOPNOpaTUBHbLIM
cTaHgapTam no 6e3onacHoCTH

12. OnpenennTb BUOEONOTOKN, KOTOPbIE JOTKHbI
MOHUTOPUTBLCHA B peanbHOM PEXNUME BPEMEHU

13. Onpegenntb He0OXOAUMOCTb B 00y4atloLWmMxX Kypcax



Odn3auH kamnycHou ceTu Ans
IP BuoeoHabnwoageHus

1. ©BugeonoToku
ogHoHanpaBEeHHble — Access  Distribution Core
HacTpouka oyepenen Ha 7
dalJIMHKax U nopTtax, Kyaa : | : :
NOAKITKOYEHbLI CEpBEPLI

2. ®YycTpoiictBa cuctemsl IP
BUAEOHaON0AEHNS] : . >< | 10 Gbps
Haxo4ATCs B OTAENIbHOM § | ' i
VRF/VLAN | ' ’

3. ®Q0S mMapkupoBka —
kamepamu (trust DSCP)
UK Ha NOPTY KOMMyTaTopa

________________________________________________________

Camera

4. ®@HacTtpouka Port security

5. ®MnanmpoBaHve Ansa Toyek =
arperauumn Tpadguka VSOM



Odn3auH kamnycHou ceTu Ans
IP BuoeoHabnwoageHus

Access Distribution Core

1. MNonoca ana SD 1-
2mbps—HD/megapixel
3—5mbps Ha Kamepy

2. Kaxabin Media Server —
He bonee 200Mbps
Input/Output

3. Konu4yecTtBo paboymnx
MECT onepatopoB — L . :
Tpe6yema$| nojioca oT 10/100 Mbps 10/100/1000 |
2—20mbps ansa kaxxgoro '%l

Camera

rlsbg;lChannel Media Server
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NMnaHnpoBaHue IP BuaeoHabnogeHuns

yepe3 WAN/MAN

1. OpraHusauuns KkaHana cBs3un C
TpebyemMon NosIocon NPonycKkaHus
(OOCTYNHOCTb, CTOMMOCTb)

2. [omKHbl I NOTOKM nepeHanpaBnsTbCS 1l .' "‘
ana suaeoaHannTukn? I

JlokanbHOe XpaHunuiie
PesepBHbin Media Server

Proxy Media Server

S

PesepBupoBaHne MAN/WAN kaHarnoB
cBasn—performance routing

7. Kopex(MJPEG/MPEG-4/H.264)



CepBucbl cetn ans IP
BuaeoHaonoageHus
NHcTannauusa, akecnnyatauus,
AeTeKkumsa HencnpaBHOCTEN




CepBucsol cetn ang IP BuaeoHabnogeHns
ﬂpemmymeCTBa Mno CpaBHEHNIO C aHAallONoBbiIMN CUCTEMaMIN

1. IP ceTb — pgocTtyn k BUAOeo B noboe Bpems 13 rodoro
MecTa

2. TpaHcnopT BMOEO 4Yepes HaOeXHYo U
pe3epBupyemyto IP nHdpacTtpyktypy

3. I'Ip|/||v|eHeH|/|e ceTeBbIX MPOTOKOJ10B N cepBNCOB AOJ14
yrnpaBJrieHn4a
HacTtpoinka obopyaosaHus Yepes web
Dynamic Host Configuration Protocol (DHCP)
Cisco Discovery Protocol (CDP)
Power over Ethernet (PoE)
Simple Network Management Protocol (SNMP)
Syslog
Network Time Protocol (NTP)



HavyanbHaa KoHurypauums

. bonbwuHcTBo IP kamep noaaepxmsatotr DHCP

2. [lepcoHan Ha ygoaneHHOU nnouwiaake NpocTo
noakno4vaeTt kamepy K IP cetu

3. WHxeHep HacTpauBaeT kamepy yaaneHHo 4vepes [P

CeTb AXISa AXIS 207 Network Camera Live View | Setup | Help
] Advanced TCP/IP Settings
¥ / 9 (%)

DNS Configuration

Obkain DN server address via DHGP

Ele Edt View Favortes Tooks Help

Q- ) [¥) B € Oscach Sipraoies £ - 2

Address €] iy 0.2.50) hem Liks > &y ~
@ Use the Follawing DNS sarver address:
N B
Cisco Domain name: |ese cisco.com | [use; to separate names)
Primary DNE server: |
192.0.2.50 Basic Setup The Basic Sehug witnfiw Secandary DNS saruar: | |
A S e provides options for |
Devica Settings Device IC CIYS-PC-2500 configuring device, netwark, g 2 o o
Hame i N NG BESE o0 and security sefings far the NTP Configuration
SE3 Set IP camers.
2 Description IVS-PC-2500 () Roaming Obtain NTP server address vis DHCP
1 Basic Setup More...
o
-0 advanced Setup ERRELED Qperatons @ Use the following NTP server address:
00 P Fiter Current DatedTime: 101108 17:25:05 T
Metwork address: 1192.0.2.17 (host narme or 1P address)
B Adiministration Mo D — -
B3 AudioMVideo (GMT-05:00) Eastern Time (US & Canads) Host Name Configuration
i ;
=E Seeurity Adjust for Daylight Saving Time Sibtain host narme via DHCR Wiew
3 Applications Check here if you wart to update the tine automatically
through the NTP server from the internet { .
EE Status @ Use the host name: |axis-00408c820300
NTP Servar Addrass: 192.0.2.33
oot B e O enable dynarnic DNS updates
Register DNS name; | | (Axisproduct.example.com)
Hetwark Settings Configurstion Type: | Fixed IP Address - i
P Address: [10z] [0 | [z |[s0 ] Tk S5
Subnet Mask 255] [253] [285] 240 Link-Local Address
ksl (1920 [z [ | Auto-Configure Link-Local Address
Primary DNS: |192| |0 |2 49 | um HTTP
Secondary DHS:
HTTP port:
g | :
e I NAT traversal {port mapping)

MBS ™ Goioon. | @rvkos. | [Bnasst.

|G 2 & 0F2a0 s=~ | NAT traversal is disabled,

@

5:268 PM

9% & Qee
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CospaHune DHCP nyna Ha mapuwpyTusarope
I'IepBOHaLlaano afjpec yCTaHaBJ1InBaeTCA ANHaAMNYECKA

! i
Cisco IP camera requests

P network 192.0.2.43 255.255.255.240 IP Address via DHCP.
ne wor - - - - - - - -
default-router 192.0.2.49 MAC address printed on camera housing

domain-name ese.cisco.com )
dns-server 10.102.6.247 10.68.226.120 .0 fesponsein 90 seconds - 192.168.0.100

|
i router

! - - -
interface GigabitEthernet0/0.208 g z""v‘i’t‘g’r:l’ dhcp binding ™
description inside interface for ip cameras show mac address-table dynamic interface

encapsulation dot1Q 208 | )
ip address 192.0.2.49 255.255.255.240 show cdp neighbors detail
|

A Y,

ip dhcp excluded-address 192.0.2.52

| assigned address may be excluded from pool

Ve IPVS Address Allocation

192.0.2.32/30 ISR NM NME-VMSS-HP16

192.0.2.36 /30 EVM-IPVS-16A (optional Analog Gateway Network Module)
192.0.2.48 /28 Reserved for IP Cameras (0.0.0.15)

192.168.211.0/24 iSCSI Management Subnet

- J




HononHutenbHo angd IP kamep Cisco
Cisco Discovery Protocol (CDP) Bknto4eH rno ymonyaHuio

Y e S e B . — HE8
File  Edit Wiew Favorites Tools Help ;’
@ Back - () \ﬂ @ ;‘. }- Seatch ‘:’j\.’ Favatites ‘5_:‘3 - .,_;ﬂ o - L ﬁ
P.c_ltiressg@"_'ht_tp:mgz.u.z. - _ - B ) L_ GU Links 7 | @y~
aleln =]
i Facilitates Implementation and Troubleshooting
Advanced Setup dagosangen SEtp:
WAWW. CISCO. COM WII‘IdDW. prqvuﬂes qptlons
_ COP [ Erable COP (Cisca Discovery Portocal) ] fi; con:gur&ng ;fr'ml‘s
= fame LR e
5*::'1 Setup HTTRHTTRS 0
D) HaoioSetuy O vs-rml50a#ishow cdp neighb 0/1 det
D) Advanced Setup vs-rm affshow c 1—3__1}55_1_.9___9_1;_8\ g e
e s
B Adsmiation SNRHED) Ve o ' MAC / IP Addr
o &y 77 Entry address(es): ) ddress
== i IP address: 192.0.2.19
‘5 Platform: CIVS-IPC-2500, Capabilities: Host
2 Interface: GigabitEthernet0/1, Port ID (outgoing port): ethO
Gos Holdtime : 147 -sec

s N
.

Cisco Camera 7 Version : ,/" Device Type | Firmware Version
CIVS-IPC-2500 L

advertisement version: 2 Duplex / Power Requirements
Power drawn: 9.000 Watts

&) vare - _ Management address(es): /
a0 @GP 7Y @ IP address:.192.0.2.19°




Power over Ethernet
LAN kommyTaTop gomkeH nogaepxusats 802.3af

3750-access#show cdp neighbors gigabitEthernet 1/0/2
Device ID: OO1DESEA79D3
Entry address (es):

IP address: 192.0.2.50
Platform: CIVS-IPC-2500, Capabilities: Host
Interface: GigabitEthernetl/0/2, Port ID (outgoing p
Holdtime : 153 sec

Version
1.1.1

advertisement version: 2

x: full
Power drawn: 9.000 Watts ]
Power request id: 57831, Power management id: 3

Power request levels are:9000 0 0 0 O .
Management address (es) : Max. Power Levels at Input of Powered Device

IP address: 192.0.2.50 Class 3 is 6.49 to 12.95 Watts — up to 100 meters
3750-access#show power inline gigabitEthernet 1/0/2 / \

versus CCTV Interface Admin Oper Power Device Class [Max

analog usually (Watts)

- 24'_VAC 3.5 amp Gil/0/2 auto on 9.0 CIVS-IPC-2500 3 15.4
Interface AdminPowerMax AdminConsumption

(Watts) (Watts) -/

Gil/0/2 15.4 15.4




Network Time Protocol (NTP)

KpuTn4HO npu paccneaoBaHUn MHLUWAOEHTOB

1. CUHXpPOHM3aLUA YacoB il
Ha Kamepe C eguHbIM
NCTOYHUKOM BpeMeH! R

3
A S

CIsCo

1
2 Home

2. JlokanbHoe Bpems 0 sty
oTobpaxaeTcs KaMmepowu

19/30,2008 10: ‘19

3. Bo3MOXHOCTb
CpaBHEHUSI BPEMEHM Ha
Kamepax
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Syslog

1. MapuwpyTtnsatopsl Cisco oTnpasnatoT syslog
COOOLLEHNS Ha cepBepa normpoBaHns ( Kateropums
‘local7’)

2. Cisco IP kamepbl UCNomnb3ylT KaTeropuio ‘user’

3. Bknio4yeHune normpoBaHus ypoBHS ‘debug’

/etc/syslog.conf

#
local7.debug /var/adm/logs/cisco.log
[ user.debug | /var/adm/logs/cisco.log

4. [leperpy3ka syslog npouecca
# kill -HUP ‘cat /etc/syslog.pid

Sep 30 15:13:50 [192.168.16.30.4.2] 192.168.16.30 09/30/2008 15:23:17 Stream: RTSP stream started. [ip: video, UDP:
192.168.16.30:5002 -> 192.0.2.2:6500, vsom]

Sep 30 15:14:20 [192.168.16.30.4.2] 192.168.16.30 09/30/2008 15:23:48 NTP: Synchronization OK.



- 000000_00000000_]
LLlarn no nHctannauum IP Kamepsbl

Cosgatb (npoeeputb) DHCP nyn and interface on router

2. Document (update) switch, router and DNS with hosthame
and |IP address assigned to camera
3. Hactpouts IP kamepy (https://camera_ip_address)
Factory Default Initialization Screen (HacTpouTb naponu)
Administration - > Users (Co3gaTb nonb3osatensa ana VSOM)
Setup - > Basic Setup (NTP, doukcmnpoaHHbin IP agpec)
Setup - > Advanced Setup -> QoS
Security -> Complexity

Audio/Video -> Video -> Options (BkntounTb timestamp u TekcT gns
OTODOpaXeHus)

Status -> Syslog & Log ( BkntounTb syslog nornposaHue u ykasathb P
agpec cepsepa)

Setup -> IP Filter (HacTponka nMCToB KOHTPOSA AOCTYNa K Kamepe)

4. BbinonHutb HacTpoukn Ha VSOM
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Hactpounka kamepbl B VSOM

[lobaBneHne HoBown |IP kamepbl

Add a new IP/Network Camera

Ba)KH O : Camera Type Camers Groups Ay, Config Mz Infa. Right=
QOS! NTP, SySI‘)g’ " np' Camera Information

[JonxHbl ObITb HACTPOEHLI Yepe3s
Web-uHTepdgenc kamepbl

*Camera Name: |TEST

Description:

*Camera Type: Cisco 2500 IP Carmera ]

Hostname / IP Address > *Host IP/Name: |152.0.2.55
*Status: | Enabled [

Camera Feed

*Server: | vsmMs_site1so [

Media Type
Format > *Media Type: | MPEG-4 [+]
Resolution “Format: nTsc [+
*Resolution: | 4<IF (704 x 430) [
*Transport: TCP
® UDP
Multicast Address: | {Leawe blank for unicast)
Bitrate [Constant Bit Rate] > “Bitrate: | 1024 [+
*Quality: 11
Uma nonb3oBaTens u naporsts > [¥] camera requires authentication

ana VSOM
[omnxeH ObITb UOEHTUYEH HACTPOEHHOMY
Ha Kamepe

*Username: |vzarm

“Password: |



be3onacHOCTb Ha NOPTY KOMMYyTaTOpa

macro name CIVS-IPC-2500
description Cisco Video Surveillance 2500 Series IP Camera
switchport mode access

switchport access vian $VLAN
switchport port-security m‘
switchport port-security mac-address sticky

switchport port-security maximum 1

switchport port-security violation shutdown

mls qos trust dscp Syslog | SMTP
spanning-tree portfast SNMP Trap Dst/ NTP
spanning-tree bpdufilter enable

load-interval 6( paspemwaercs ncnonb3oeartk Tonsko MAC agpec nepeoro
no shutdown  popknoyeHHOro ycTponcTea

@

Ecnu kamepa 6yaet huanyeckun oTKO4YeHa OoT noprta Aons
NoAKIIIOYEeHUA OpPYroro yctpoucTsa, NopT nepenget B
coctosiHue error-disabled u BbiknouuTcA

SNMP traps u syslog coobweHuss — BO3MOXXHOCTb MOHUTOPUHIa U OTNPaBKN COOOLWEHUHN
OTBETCTBEHHbIM fiMuam



QoS ansa IP BupeoHaonoaeHusa




Cisco medianet Application Classes

Application

Examples

r
Cisco IP Phones (G.711, 5.729)

Application Per-Hop Admission Queuing &
I I I I
S2

Cisco IP Video Surveillance / Cisc > Enterprise TV
Cisco TelePreser.ce

Cisc Unified Persornal Communicator

rcwwork Control

Transactional Data BW Queue + DSCP WRED Cisco WebEx / MeetingPlace / ERP Apps

Bulk Data AF1 BW Queue + DSCP WRED E-mail, FTP, Backup Apps, Content Distribution

Best Effort DF Default Queue + RED Default Class




QoS Ha IP Kamepe

File  Edit  Mew Fawvorites Tools Help

G- © W RAG Lo e @ -5 B -

Address -@ http:ff192.0,2.52 fadmfile. cgirnext_file=advance . htmarandom_num=2320095263

clrdy

e =
CISCO
The Advanced Setu
wwlﬁgrzc:]stzzuﬁﬁum Aranca Setup winclowy provides u:up';tions
CDF Enable COP (Cizco Discovery Portocal) for configuring various
Haorme netvark and protocol
: seftings for the IP camera,
= =
g ‘ﬁ e FIEIEEETES ] Enable HTTP Afternative Port | 1022 | (102465535
“[ Basic Setup - - Mane..
D I:I Emable HTTPS Atternative Port (1024-65535)
Advanced Setup .
=[P Filter
Edhal s RTSF Port: 554 554,1024-65535
I3 administration — ;'E : )
{3 Audiofideo R Ceeken Bt L2000
E{{3 Security hizx RTF Data Packet: |1400  |bytes (400-1400)
=0 RS, :.lji.jEnable Mutticast
BHIA Status T
03 Enable QoS Mocs O aude O vidd @ Beth
i- ,
DSICR: 140 | (0-63)
J

& Internst

100% ?"ﬁ"‘“‘@_*l g % Gcx B L, a6 am




IP Camera Deployment
SmartPort Macros

macro name CIVS-IPC-2500

description Cisco Video Surveillance 2500 Series IP Camera

switchport mode access

switchport access vian $VLAN "
switchport port-security -
switchport port-security mac-address sticky

switchport port-security maximum 1

[smu.tchp.oﬂ_p.oﬂ:s.eq:urity violation shutdown
mls qos trust dscp

spanning-tree portfast
spanning-tree bpdufilter enable

load-interval 60
no shutdown macro apply CIVS-IPC-2500 $VLAN 208

@ Remember to write memory !

3750-access(config)#interface gigabitEthernet 1/0/2

3750-access(config-if)j#macro apply CIVS-IPC-2500 $VLAN 208

%Warning: portfast should only be enabled on ports connected to a single host. Connecting hubs, concentrators,
switches, bridges, etc... to this interface when portfast is enabled, can cause temporary bridging loops. Use with
CAUTION

%Portfast has been configured on GigabitEthernet1/0/2 but will only have effect when the interface is in a non-
trunking mode.

3750-access(config-if)#



QoS (DSCP) Settings

Kamepa/Media Server/CtaHumsa onepartopa

| 192.0.2.34 HTTPS
| ; (TCP 443)
i | CS3
i i RTSP
(TCP 554)
S CS3

class-map match-any VSOM <

!

description Video Surveillance Operations Manager

match access-group name HTTP

!

ip access-list extended HTTP RTP

! Matches Client requests to Web Server (UDP 5002)

permit tcp host 192.0.2.34 eq www any <
]

i)olicy-map INGRESS_Integrated_Services_Engine
class VSOM
set ip dscp csb

class class-default
set ip dscp cs3

/[ NME-VMSS-HP16 ]
|

interface Integrated-Service-Engine1/0

service-policy input INGRESS_Integrated_Services_Engine

&
BE (%)

BE (%)

CS5

192.0.2.52

Cisco 2500 IP Camera

Viewing Station

http://192.0.2.34

HTTP marked
CS5to PC

\
N
S

(*) not set by camera on control plane




IP Camera Deployment—Egress Queuing
L2 Priority Queue (1P3Q3T)

PekomeHayeTcA MCNonb30BaHUE NPUOPUTETHLIX oyepeaen
Ha TPaHKOBbIX NMOPTaX MeXAay KOMMyTaTopamMu

interface GigabitEthernet1/0/1
description Uplink port

switchport trunk encapsulation dot1q
switchport mode trunk

load-interval 60
priority-queue out
mlis qos trust dscp

By default,
DSCP values 0-15 are mapped to queue 2 and threshold 1.

DSCP values 16-31 are mapped to queue 3 and threshold 1.

DSCP values 32-39 and 48-63 are mapped to queue 4 and threshold 1.
v~ DSCP values 40-47 are mapped to queue 1 and threshold 1.

DSCP 40’ is CS5
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Xapakrepuctuku sugeonotoka B MPEG-4

1. OOBEKT-OPUEHTNPOBAHHOE KOANPOBAHNE — NepenaeT N3SMEHEHNS

2. [lepuoaounyeckas cMHxXpoHn3aunsa — oTnpaBnseTcs NonHbi Ppenm
(I-frame)

3. P-nB- dpenmbl cogepxat USMEHEHUA B BUAEOAAHHbIX
4. QO6bl4yHO nHkancynupyetca 8 UDP/RTP

5. [lpu tectupoBaHum 30 IP naketoB ObINO HEOOXOAMMO AN
nepenayun ogHoro |-frame

6. [lepepnayva P- unn B- dpennma TpedbyeT 04HOro nim HECKONbKNX
naketoB. CpegHui pasmep nakerta npu tectuposaHnn 1054 banta
~ 115 pps oT Kamepsl

/. RTP 3aronoBok coaepXuT HOMep nakeTta B MNOTOKe, TaKUM
obOpa3oM NOTEPSAHHbLIE NAKETbI U3BECTHbLI

8. [lloTepsa nakeToB yxyawaeT Ka4ecTBO N300pakeHud

9. [Honyctumebl notepu B npegenax 1%



[Tpuemnemasa 3agepxka—HuU3Kne notepu

RTT Min/Avg/Max: 64/71/78 ms Motepu 1/10% 1%
Source to Destination Latency one way Min/Avg/Max: 31/35/40 ms

Destination to Source Latency one way Min/Avg/Max: 32/36/42 ms

Source to Destination Jitter Min/Avg/Max: 0/3/8 ms

Destination to Source Jitter Min/Avg/Max: 0/3/9 ms

MQS score: 4.06 -
IP SLA UDP Jitter




Bbicokas 3agepxxka—OTcyTCTBUE NOTEPDL

RTT Min/Avg/Max: 252/274/294 ms
Source to Destination Latency one way Min/Avg/Max: 120/135/148 ms
Destination to Source Latency one way Min/Avg/Max: 124/139/153 ms
Source to Destination Jitter Min/Avg/Max: 1/10/25 ms

Destination to Source Jitter Min/Avg/Max: 0/9/25 ms

VOS score: 388 jp s1.A UDP Jitter _




Huskana 3agepxka—BbICOKUe notepu

NMoTtepu 1%

Source to Destination Latency one way Min/Avg/Max: 0/0/0 ms
Destination to Source Latency one way Min/Avg/Max: 0/0/0 ms
Source to Destination Jitter Min/Avg/Max: 0/1/1 ms
Destination to Source Jitter Min/Avg/Max: 0/1/1 ms

MOS score: 3.76 ]
— IP SLA UDP Jitter -




|

I

|

|

|

Station = i

|

el —— e ————— ST |

"I LAN/MAN/WAN i I :

| W |
I o VIANZ2 L Y y2.168.16.024 l
I managed links | | i B !
L. |

i e e NUNI ! I

! Master Controller/ ! i == - |

! Border Router | 192.0.22 i l-i_iIE 192.168.16.32 |

I == T == | Axis 223M

i Feaa = A Ty | | I

| — | 1 182.168.16 30 IP Camera |

i %El u i i Cisco 2500 i

Pe—— "

| Media I | . seees ]
I Server == !
I Operations |
I Manager I
1 |
| Cisco 2851 ISR with !
| NME-VMSS-16 :

vpn-jk2-7206-1#show oer master border

Border Status UP/DOW?} AuthFail Version
192.168.16.1 INAC 'm' N 021

vpn-jk2-7206-1#show ip cef exact-route 192.168.16.30 192.0.2.2
192.168.16.30 ->192.0.2.2 : FastEthernet0/1.262 (next hop 192.168.12.2)

vpn-jk2-7206-1#show ip cef exact-route 192.168.16.32 192.0.2.2
192.168.16.32 ->192.0.2.2 : Fas @ (next hop 192.168.12.2)



PfR BbIOMpaeT kaHan ¢ Hanny4YwWnmMmm
XapaKkTepucTukamm

CIVS-IPC-2500 ESELAR i 2230 ESELAB

QH-Ebr200E Qi

(" vpn-jk2-7206-1(config-oer-mc)#no shut
vpn-jk2-7206-1(config-oer-mc)#
30 Aug 12 11:04:48.110 edt: %OER_MC-5-NOTICE: System enabled

sec. Aug 12 11:04:51.870 edt: %OER_MC-5-NOTICE: BR 192.168.16.1 UP route
Xug 12 11:04:52.062 edt: %OER_MC-5-NOTICE: Uncontrol Prefix 192.0.2.0/27, Traffi change
c Class in Fast Mode e e e e e e e e e e e e e e e e e e == -

. Aug 12 11:05:18.306 edt: %OER_MC-5-NOTICE: Route changed Prefix 192.0.2.0/27, BR I
192.168.16.1, i/f Fa0/1.282) Reason None, OOP Reason Timer Expired I



CocTtosiHne npedunkcoB

vpn-jk2-7206-1#show oer master prefix
OER Prefix Statistics:

Pas - Passive, Act - Active, S - Short term, L - Long term, Dly - Delay (ms),
P - Percentage below threshold, Jit - Jitter (ms),

MOS - Mean Opinion Score

Los - Packet Loss (packets-per-million), Un - Unreachable (flows-per-million),

E - Egress, I - Ingress, Bw - Bandwidth (kbps), N - Not applicable
U - unknown, * - uncontrolled, + - control more specific, @ - active probe all
# - Prefix monitor mode is Special, & - Blackholed Prefix
% - Force Next-Hop, * - Prefix is denied
Prefix State Time Curr BR Currl/F Protocol
PasSDly PaslDly PasSUn PaslLUn PasSLos PasLLos
ActSDly ActlDly ActSUn ActLUn EBw IBw
ActSJit ActPMOS ActSLos ActLLos
192.0.2.0/27 HOLDDOWN @106 192.168.16.1 Fa0/1.282 STATIC
U U 0 0 0 0
72 72 0 0 723 1
3 0 0 0

Current exit is Fa0/1.282 — it has 72ms latency, 3ms jitter and 0 loss
show oer master prefix 192.0.2.0/27 detail



Buptyanusauus u KpuntoBaHue




BupTtyanusauua

1. Policy-based Buptyanmnsauuns

OrpaHunyeHne nepeagadn Tpaduka B onpeaeneHHom
HanpaBneHnn

OrpaHI/I‘-IeHI/Ie Ha OCHOBE npaBwuJt 1 agMNHNCTPATUBHbIX NMOJIUTUK.

[Mpumep: JInctobl KOHTPONS goctyna, MexceTteBble 3KpaHbl
2. Control plane-based BupTtyanusauyus
OrpaHn4unBaeT pacnpocTpaHeHne nHdopmMauum o MapLupyTtax

BupTyannamnpoBaHHblie Tabnuubl MapLipyTu3aumnm
[Mpumep: VPN Routing and Forwarding (VRF )



MeTtoAabl AOCTUXEHUSA

KOH(bnAaeHUManbLHOCTU BUOEOAaHHbIX
KpuntoBaHune

1. KpuntoBaHue obecrneymBaeT KOHOUAEHLUMANBLHOCTb
OaHHbIX (BMUOeo)

2. UndopoBble cepTndukaTtel obecnevmsatoT
ayTEHTUYHOCTb M LENOCTHOCTb

3. DMVPN, IPSec/GRE, static VTI are logical tunnels

Tpachuka | Kaxxabiv TYHHENb MOXeT HaxoauTbCcsa B otaenbHoOM VRF

IP Security (IPSec) Encryption

MN3onauunn [MHO)KGCTBO TYHHesen MoXeT ObITb CO34aHO0 Yepe3 oauH PU3nYecKUinn KaHarn




Usonsauua Tpaduka
Layer-3 virtualization

~
Corporate Network
""" to Internet
site150 :
3825-6 - Tu 128
= | o
FEa—, Vs
192.0.2.32/27
28511 |
. 343
192.0.2.0/27 site130 P global VSOM
342 7 340 routing NMS ==
/// table | HEE
Corporate Network
I— to Internet =
S ~_ Viewing
192.0.2.64/27 Station(s)

3845-1
site140



VPN Routing and Forwarding (VRF )
Mapping Layer-2 (VLAN) to Layer-3 (VRF)

vpn4-3800-6#sh run int gigabitEthernet 0/0.208
! Virtual Router for
interface GigabitEthernet0/0.208 vrf IPVS
description inside interface for ip cameras (grey)
==

encapsulation dot1Q 208
ip vrf forwarding IPVS
I_ global routing table

ip address 192.0.2.49 255.255.255.240
gawep (blue)

I [ ]
-
I

wd

Ay

VLAN 208

!

Y

!
interface GigabitEthernet1/0/1 P
description trunk to vpn4-3800-6 "*'ﬁ
switchport trunk encapsulation dot1q P Cam;as
switchport mode trunk
load-interval 60 !
priority-queue out interface GigabitEthernet1/0/2
mls qos trust dscp description CIVS-IPC-2500
switchport access vian 208

switchport mode access

end
end



Logical / Management Interface Configuration
All surveillance devices in VRF IPVS

hosthame vpn4-3800-6
]

! .
interface GigabitEthernet0/0.258 ip vrf IPVS
rd 100:10

description iISCSI Management Subnet
route-target export 100:10

encapsulation dot1Q 258 )
ip vrf forwarding IPVS route-target import 100:10
!

ip address 192.168.211.1 255.255.255.0
!

interface Video-Service-Engine1/0  EVM-IPVS-16A =

ip vrf forwarding IPVS .
ip address 192.0.2.37 255.255.255.252

ip route-cache flow I =
service-module ip address 192.0.2.38 255.255.255.252 — _'I. — —-—%
service-module ip default-gateway 192.0.2.37 VLAN 208 EN =
no keepalive & =

! p. o=
interface Integrated-Service-Engine2/0 NME-VMSS-HP16 L

ip vrf forwarding IPVS IP Cameras
ip address 192.0.2.33 255.255.255.252

ip route-cache flow
service-module external ip address 192.168.211.2 255.255.255.0

service-module ip address 192.0.2.34 255.255.255.252
service-module ip default-gateway 192.0.2.33

no keepalive
]



DMVPN Tunnel in VRF IPVS
Tunnel endpoints in Global Routing Table

' IP Video Surveillance Traffic
: WAN transport inside Encrypted -ik2- -
/" interface GigabitEthernet0/1.332 DMVEN Tunnel vP vpn-jk2-7206-1
encapsulation dot1Q 332
ip address 192.168.15.46 255.255.255.252
]

!
interface Tunnel128
ip vrf forwarding IPVS

ip address 192.168.15.130 255.255.255.192 vpn-jk2-7206-2
ip mtu 1400

ip nhrp authentication FOO Second

ip nhrp map 192.168.15.129 192.168.15.40 tunnel / HE not shown
ip nhrp map multicast 192.168.15.40 - similarly configured

ip nhrp network-id 128

ip nhrp nhs 192.168.15.129

ip summary-address eigrp 65 192.0.2.0 255.255.255.224 5
tunnel source GigabitEthernet0/1.332

tunnel destination 192.168.15.40

tunnel key 128

tunnel protection ipsec profile IPVS_Branches_ipsec_profile
!

—

ip route 192.168.15.40 255.255.255.255 192.168.15.45 name vpn-jk2-7206-1_Loopback_0



Firewall — VRF — VPN Concentrator
Extranet / Internet User access to Video Feeds

security-level 70 VPN Concentrator

Command Center
vrf IPVS = E - security-level 10
Media I NMS
Server P4y Securlty Jevel Global Routing Table
Viewing =Y
Station(s) v I NAT/pNAT
VSOM -
Firewall f
Branches ==
security-level 50 Outside
192.0.2.0/24 o
Inside
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- 000000_00000000_]
Key Points

1. IP CeTb Nno3BoONsSeT Nony4YnTb AOCTYN K BUAEO B Ntoboe Bpems n3
NOOro MecTta Yyepes HadeXHYH, pe3epBUpyeEMYIO U1
besonacHyo nHpacTpyktypy. Cepsucel IP cetn patot
BO3MOXHOCTb LIEHTPasiM3o0BaHHOIo yrpaBSieHNA, MOHUTOPUHra u
Ka4yeCTBEHHOIo NfiaHNPOBaHUSA PECYPCOB

2. Bwunpgeonotokn obnagatoTt onpenenieHHon cneundukon, KOToOpyro
HeobxoanMMo y4ynTbiBaTb Npu nraHnpoBaHnm QoS

3. KpuUTnyHO MMHMMU3MpPOBATL NOTEPU NAKETOB NMpPU Nnepenaye
Buaeo. PfR aensetca appeKTUBHLIM MHCTPYMEHTOM A1
BblDOpa Hauny4ylero KaHana ceBasu

4. TpagnuMOHHO CUCTEMbI BUAEOHADNOAEHUS ABNASINCH
n3onupoBaHHbIMU. BupTyanusaunsa gaet BO3MOXHOCTb
N30nMpoBaTb BUOEONOTOKN B KOHBEPIreHTHOW CETH, a
KpunToBaHne obecneymBaeT ux KOHPUOEHUNANTIbHOCTb

5. WHTterpauua sngeoHabnogeHnda ¢ gpyrumu cuctemMamun genaet
ero 6oniee nNpoakTUBHLIM N O0OABNSIET HOBbIE BO3MOXHOCTU
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