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ɹʫʜʫʱʝʝ 
ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 
ʙʝʟʦʧʘʩʥʦʩʪʠ

ɸʣʝʢʩʝʡ ʃʫʢʘʮʢʠʡ

ɹʠʟʥʝʩ-ʢʦʥʩʫʣʴʪʘʥʪ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ
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ʊʝʥʜʝʥʮʠʠ ʫʛʨʦʟ
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ʈʘʟʣʠʯʥʳʝ ʪʠʧʳ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ

Áʈʦʩʪ ʯʠʩʣʘ ʪʨʦʷʥʩʢʠʭ ʢʦʥʝʡ, browser 
helper objects (BHO) ʠ ʰʧʠʦʥʩʢʦʛʦ ʇʆ ï
ʦʩʥʦʚʥʘʷ ʫʛʨʦʟʘ ʩʦʚʨʝʤʝʥʥʦʛʦ ʤʠʨʘ
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ɺɸʚʩʪʨʘʣʠʠ ʙʳʣʘ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʘ 

ʥʦʚʘʷ ʩʝʪʴ ʙʦʪʥʝʪ psyb0t, ʟʘʨʘʞʘʶʱʘʷ 

ʯʝʨʚʝʤʨʦʫʪʝʨʳ ʠ DSL-ʤʦʜʝʤʳ.

ɹr ʣʦ ʟʘʨʘʞʝʥʦ ʫʞʝ ʙʦʣʝʝ 100 ʪʳʩ. 

ʫʩʪʨʦʡʩʪʚ

ɺ ʙʘʥʢʦʤʘʪʘʭ ʈʦʩʙʘʥʢʘ, 

ʇʝʪʨʦʢʦʤʤʝʨʮ ʠ ɹʠʥ-ʙʘʥʢʘ 

ʦʙʥʘʨʫʞʝʥ ʪʨʦʷʥ, ʚʦʨʫʶʱʠʡ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʨʝʜʠʪʥʳʭ 

ʢʘʨʪʦʯʢʘʭ

ʅʦʚʳʝ ʦʙʲʝʢʪʳ ʜʣʷ ʟʘʨʘʞʝʥʠʷ

http://www.itc.ua/node/36895
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CNN: ɼʝʩʷʪʢʠ ʤʠʣʣʠʦʥʦʚ ʇʂ ʠʥʬʠʮʠʨʦʚʘʥʳ ʠ ʚʭʦʜʷʪ ʚ 
ʩʦʩʪʘʚ ʨʘʟʣʠʯʥʳʭ ʙʦʪʥʝʪʦʚ

http://www.cnn.com/2006/TECH/internet/01/31/furst/

Symantec Internet Security 
Report ïʀʶʥʴ ó05

Á10,000+ ʥʦʚʳʭ 
ʟʦʤʙʠ ʜʦʙʘʚʣʷʝʪʩʷ 
ʢʘʞʜʳʡ ʜʝʥʴ

Áʈʦʩʪ DoS-ʘʪʘʢ ʩ 119 
ʜʦ 927 ʚ ʜʝʥʴ ð
ʨʦʩʪ ʥʘ 679%

Áɹʦʣʴʰʦʡ % DDoS-
ʘʪʘʢ ʩʦʟʜʘʶʪʩʷ ʨʘʜʠ 
ʚʳʤʦʛʘʪʝʣʴʩʪʚʘ

ʈʦʩʪ ʙʦʪʥʝʪʦʚ

http://www.cnn.com/2006/TECH/internet/01/31/furst/
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Áɹʦʣʴʰʠʥʩʪʚʦ ʧʨʦʚʘʡʜʝʨʦʚ ʚʪʦʨʦʛʦ ʫʨʦʚʥʷ ʠ ʢʦʥʪʝʥʪ-ʧʨʦʚʘʡʜʝʨʦʚ 
(85%) ʬʠʢʩʠʨʫʶʪ ʘʪʘʢʠ ʧʨʝʠʤʫʱʝʩʪʚʝʥʥʦ ʥʘ ʩʢʦʨʦʩʪʷʭ 500 ʄʙʠʪ/ʩʝʢ 
ï1 ɻʙʠʪ/ʩʝʢ.

Áʄʥʦʛʠʝ ʨʝʩʧʦʥʜʝʥʪʳ ʛʦʚʦʨʷʪ ʚ ʩʨʝʜʥʝʤ ʦ 10-ʪʠ ʠ ʙʦʣʝʝ ʘʪʘʢʘʭ ʚ 
ʤʝʩʷʮ, ʢʦʪʦʨʳʝ ʥʘʨʫʰʘʶʪ ʜʦʩʪʫʧʥʦʩʪʴ ʩʝʪʝʡ ʢʣʠʝʥʪʦʚ (ʩʨʝʜʥʝʝ 
ʯʠʩʣʦ ʘʪʘʢ ʚ ʤʝʩʷʮ - 40)

Áɸʪʘʢ, ʢʦʪʦʨʳʝ ʚʣʠʷʶʪ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʥʘ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ 
ʧʨʦʚʘʡʜʝʨʦʚ, ʩʪʘʣʦ ʤʝʥʴʰʝ ïʚ ʩʨʝʜʥʝʤ 1-2 ʚ ʤʝʩʷʮ

ʀʩʪʦʯʥʠʢ: Arbor Networks Worldwide ISP Security Report

ʈʘʟʤʝʨ ʠ ʯʘʩʪʦʪʘ DoS-ʘʪʘʢ
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10 000 0000 ʟʘʨʘʞʝʥʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ ʟʘ ʦʜʥʫ ʥʝʜʝʣʶ

ʏʝʨʚʴ Conficker
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ʈʦʩʪ ʯʠʩʣʘ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ
ʫʯʘʩʪʚʫʶʱʝʛʦ ʚ ʧʦʩʪʨʦʝʥʠʝ ʙʦʪʥʝʪʦʚʠ ʢʨʘʞʝ ʜʘʥʥʳʭ

# ʫʥʠʢʘʣʴʥʳʭ ʩʠʛʥʘʪʫʨ ʚ 2006: 972K

# ʫʥʠʢʘʣʴʥʳʭ ʩʠʛʥʘʪʫʨ ʚ 2007: 5.5M

ʋʥʠʢʘʣʴʥʳʝ ʩʠʛʥʘʪʫʨʳ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ

500% ʨʦʩʪ ʟʘ 12 ʤʝʩʷʮʝʚ
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ʋʪʝʯʢʠ ʜʘʥʥʳʭ ʯʝʨʝʟ E-mail ʠ Web
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230,441,730 

Source: www.privacyrights.org

ʆɹʑɽɽ ʯʠʩʣʦ ʟʘʧʠʩʝʡ, ʩʦʜʝʨʞʘʱʠʭ ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ 
ʚ ʫʪʝʯʢʘʭ, ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʚ ʉʐɸ ʥʘʯʠʥʘʷ ʩ ʷʥʚʘʨʷ 2005.

http://www.privacyrights.org/
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100%-ʡ ʨʦʩʪ ʩʧʘʤʘ
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ʉʧʘʤė ʫʛʨʦʟʘ?

Áʌʠʰʠʥʛ

Áʌʘʨʤʠʥʛ

Áʄʦʰʝʥʥʠʯʝʩʪʚʦ

ÁSPLOG (spam over blog)

ÁSPIT (spam over IP-
telephony)

ÁSMS vishing

ÁSpear phishing
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ʉʧʘʤ ʥʦʚʦʛʦ ʧʦʢʦʣʝʥʠʷ

Áʈʦʩʪ ʠʥʪʝʣʣʝʢʪʘ

ʎʝʣʝʥʘʧʨʘʚʣʝʥʥʳʡ

ʉʢʨʳʪʳʝ email ʠ web

Áʅʦʚʳʝ ʚʝʢʪʦʨʘ
ʘʪʘʢ, ʚʢʣʶʯʘʷ SMS
vishing

Áɸʢʪʠʚʥʦʝ
ʠʩʧʦʣʴʟʦʚʘʥʠʝ
ʩʦʮʠʘʣʴʥʦʛʦ
ʠʥʞʠʥʠʨʠʥʛʘ
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ʅʦʚʳʡ ʪʠʧ ʬʠʰʠʥʛʘ

Áɺ ʢʘʤʧʘʥʠʠ çSpear-phishingè(ʪʦʯʝʯʥʳʡ ʬʠʰʠʥʛ) 
ʫʯʘʩʪʚʫʝʪ ʚʩʝʛʦ ʥʝʩʢʦʣʴʢʦ ʧʦʣʫʯʘʪʝʣʝʡ ʧʠʩʝʤ, ʥʦ 
ʵʪʦ ʠ ʧʦʟʚʦʣʷʝʪ ʙʳʪʴ ʙʦʣʝʝ ʩʬʦʢʫʩʠʨʦʚʘʥʥʳʤʠ ʠ 
ʧʦʣʫʯʘʪʴ çʣʫʯʰʠʡè ʵʬʬʝʢʪ
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ʋʛʨʦʟʳ: ʨʝʟʶʤʝ

Áʋʛʨʦʟʳ ʥʦʩʷʪ ʟʘʢʘʟʥʦʡ ʠ 
ʢʨʠʤʠʥʘʣʴʥʳʡ ʭʘʨʘʢʪʝʨ

Áʋʛʨʦʟʳ ʠ ʢʨʠʤʠʥʘʣʠʪʝʪ 
ʩʪʘʥʦʚʷʪʩʷ ʙʳʩʪʨʝʝ, 
ʫʤʥʝʝ & ʥʝʫʣʦʚʠʤʝʝ

Áʊʦʯʝʯʥʳʝ (ʜʘʞʝ ʣʫʯʰʠʝ 
ʚ ʩʚʦʝʤ ʢʣʘʩʩʝ) 
ʨʝʰʝʥʠʷ ʥʝ 
ʩʧʨʘʚʣʷʶʪʩʷ ʚ ʦʜʠʥʦʯʢʫ 
ʩ ʨʦʩʪʦʤ ʫʛʨʦʟ

Áɿʘʢʘʟʯʠʢʠ ʥʝ ʤʦʛʫʪ 
ʟʘʱʠʱʘʪʴ ʩʚʦʠ ʨʝʩʫʨʩʳ 
ʚ ʨʝʞʠʤʝ 24ʭ7



É 2006 Cisco Systems, Inc. All rights reserved.Cisco ConfidentialHow to sell 16/112

ʊʝʥʜʝʥʮʠʠ ʙʠʟʥʝʩʘ
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ʄʝʥʷʶʪʩʷ ʪʝʭʥʦʣʦʛʠʠ

ʇʨʦʛʨʘʤʤʠʨʫʝʤʦʩʪʴMashups

ɸʢʪʠʚʥʦʝ ʫʯʘʩʪʠʝʉʦʮʠʘʣʴʥʳʝ ʩʝʪʠ

http://www.mashupfeed.com/
http://www.housingmaps.com/
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RSS

ʕʚʦʣʶʮʠʷ ʙʠʟʥʝʩ-ʧʨʠʣʦʞʝʥʠʡ

Áʉʦʙʩʪʚʝʥʥʘʷ ʘʨʭʠʪʝʢʪʫʨʘ

Áʇʦʣʥʳʡ ʢʦʥʪʨʦʣʴ

Áʀʩʧʦʣʴʟʦʚʘʥʠʝ ʩʦʙʩʪʚʝʥʥʦʡ 
ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ

Áɺʩʝ ʚ ʨʫʢʘʭ ʨʘʟʨʘʙʦʪʯʠʢʦʚ

Áʆʪʩʫʪʩʪʚʠʝ ʢʦʥʪʨʦʣʷ

Áʀʩʧʦʣʴʟʦʚʘʥʠʝ ʀʥʪʝʨʥʝʪ

ʆʙʘ ʥʘʧʨʘʚʣʝʥʠʷʨʘʟʚʠʚʘʶʪʩʷ ʧʘʨʘʣʣʝʣʴʥʦ!
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Web 2.0 ʚʳʚʦʜʠʪ ʢʨʠʪʠʯʥʳʝ ʜʘʥʥʳʝ 
ʟʘ ʧʨʝʜʝʣʳ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ
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ɺʳ ʪʘʤ, ʛʜʝ ʦʬʠʩ ė ʦʬʠʩʪʘʤ, ʛʜʝ ɺʳ?

ɺ ʘʵʨʦʧʦʨʪʫ

ɼʦʤʘɺ ʫʜʘʣʝʥʥʦʤ ʬʠʣʠʘʣʝ
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ʃʶʙʦʡ ʉ ʣʶʙʦʛʦ ʫʩʪʨʦʡʩʪʚʘ

ɺ ʣʶʙʦʝ ʚʨʝʤʷʆʪʦʚʩʶʜʫ

Borderless

Experience

iPhone, ʉʤʘʨʪʬʦʥ,

IP-ʪʝʣʝʬʦʥ,

ʃʵʧʪʦʧ

ʉʦʪʨʫʜʥʠʢʠ,

ʇʘʨʪʥʝʨʳ,

ɿʘʢʘʟʯʠʢʠ,

ʉʦʦʙʱʝʩʪʚʘ

ʅʘ ʨʘʙʦʪʝ, ʜʦʤʘ,

ʚ ʢʘʬʝ, ʚ ʘʵʨʦʧʦʨʪʫ

ʥʘ ʭʦʜʫé

ɺʩʝʛʜʘ ʥʘ ʩʚʷʟʠ,

ʄʛʥʦʚʝʥʥʳʡ ʜʦʩʪʫʧ,

ʄʛʥʦʚʝʥʥʘʷ ʨʝʘʢʮʠʷ

ɹʠʟʥʝʩ: ʨʝʟʶʤʝ
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ʊʨʝʙʦʚʘʥʠʷ 
ʨʝʛʫʣʷʪʦʨʦʚ
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ʋʞʝʩʪʦʯʝʥʠʝ ʥʦʨʤʘʪʠʚʥʳʭ ʪʨʝʙʦʚʘʥʠʡ

Áʌɿ çʆ ʧʝʨʩʦʥʘʣʴʥʳʭ 
ʜʘʥʥʳʭè

ÁPCI DSS

Áʉʊʆ ɹʈ ʀɹɹʉ-1.0

Áʂʣʶʯʝʚʳʝ ʩʠʩʪʝʤʳ 
ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 
ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ

Áʉʊʈ-ʂ

Áʀ ʪ.ʜ.
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ʈʝʛʫʣʷʪʦʨʳ ʚ ʦʙʣʘʩʪʠ ʀɹ

ʀɹ

ʌʉʊʕʂ

ʌʉɹ

ʄʠʥʢʦʤ-
ʩʚʷʟʴ

ʄʆ

ʉɺʈ

ʌʉʆ

ʎɹ
PCI

Council

ɻʘʟʧʨʦʤ-

ʩʝʨʪ

ʕʥʝʨʛʦ-

ʩʝʨʪ

ʈɾɼ

ʈʦʩ-

ʩʪʘʥʜʘʨʪ
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ɺʟʛʣʷʜ ʌʉʊʕʂ ʥʘ ʩʚʦʠ ʜʦʢʫʤʝʥʪʳ

ʉʊʈ-ʂ

ʂʣʶʯʝʚʳʝ 
ʩʠʩʪʝʤʳ

ʇʝʨʩʦʥʘʣʴʥʳʝ 
ʜʘʥʥʳʝ

ʂʦʤʤʝʨʯʝʩʢʘʷ 
ʪʘʡʥʘ

ʈɼ

ʄʉʕ, 
ʉɺʊé

ɸʉ

15408

ʊʨʝʙʦʚʘʥʠʷ ʧʦ ʟʘʱʠʪʝ

ʨʘʟʥʳʭ ʚʠʜʦʚ ʪʘʡʥ

ʊʨʝʙʦʚʘʥʠʷ ʢ

ʨʘʟʨʘʙʦʪʢʝ

ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ

ʊʨʝʙʦʚʘʥʠʷ ʢ

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ

ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ


