NIIr Cisco Expo 2009
CISCO

dbdzj SMj2 [ 2S0O0ysed?
1 dL d§ ez dz’ sOdzls s BjL s OMdesMmisd



U 4 OzH J dzydd




I OL dzd ydzr J Isdfr o o] H s

At sfls ydmdzO IstctswhidiySe » € tsdzj 2 ,
helper objects ( BHO)d hf dtsdzemMSCise s 1
shdzatseo dzOW EZcoctwotsL O Mtse toj d3j dzdzts G

90000
80000
70000 == browser help object
- Spyware
= rootkit
60000 .
o = browser exploit
£ e trojan
3
S 50000 = toolbar
> = hijacker
g
$ 40000
©
=
30000
20000
10000
0

12/1/07 1/1/08 2/1/08 3/1/08 4/1/08 5/1/08 6/1/08 7/1/08 8/1/08 9/1/08 10/1/08
- =
Dsfe



L Otc

] BOd sBOISOR t shplo@ALiPstcOdzdd BF dZO L Otej |
] jbtesC sdRd3j B Qdz§ O dqdifseo OW Mmils! B BIOROl OF 9
sB dzZOtclzy j dz lstetswW dz, @istedigtsiizdsd) 6" -dFfS HD SF- .
dqdeW stedzsOyds s Ctoj HIJISiel A OO Jdets 23§ B s
COtlssyYs On Pmistets? Mise


http://www.itc.ua/node/36895

BisIsdz] Ists9

o Me Moving ave
L
g
1,200 [
>
o
©
a8 .
2 900
o]
S
®
v
a
= 00
m
=
o
=
300
[ e
LCO
[ =] [~ " i =
..—.- - -‘S;== ~
0 -
g = <t 9 < <= < < < < =+ <t < ! N u
o o o o o (=] (=] e & O 8N L8 9. o QS QS 8 o
OOOOOOOOOOOOOOOOO (=]
I D, S L (L SR L > S I A 2 . E A S - S SR
@@@@@@@@@@@@@@@ Q r~ <t A - @ =}
NNNNNNNNNNNNN ) o~ ~ ~ ~ ~ =
3 s B = 8 » &8 2 »®» &8 o 2 &8 % £ £ 5 &8 3 g
Dat
Symantec Internet Security B e 5
. 2 gure 2. DoS attacks per day
B
Report I dz6 0 5 Source: Symantec Corporation

. |At & fDeS-Ols ©219 fi

T8 & = < = 53 3 2 S g a5 ardSBGGISJ-dZJI

A10,000+ dzts o ' R
LB d HESB Of
j COYHT™ 2 HJ dz

Ht9279 H jOodz
tc ts N Is67 950

Al 5 dzt hosDDOS-
Ols©O¢ ML H O}

CNN:r g mwisC d
MsmlsOo

Bd dzdzd s dzts o

}'s
teOL dzd ydz' -



http://www.cnn.com/2006/TECH/internet/01/31/furst/

fOL dBj e d DSOS O

Al sd "ddzisos fteso O2H jlctss o-KEEEBEOBHpisS
85%)W d S Mdekze Is OlOSCd ftoj ddzlzh S6Pl$ & JJdzdath) j &
ilyB8dls/ mj ¢
Af detsedj toj My tsdeH j dalsT ¢ tsdstsfteWfls Bos dfjtg j HOAB JO
BjfMwy, Ctlstster j dOwkh Osls HMiskzY dzsfls
ygdmazs OIsOC40p d3j mw y
AplsOS, Ctbtste’ j odzdwsls dzj f stej HMise j dzdats
ftecso O2H jtese, fjleOdyds jddapaey jdsd MW y

Largest Size of Observed Attack

Survey Past 6 Months [ Ever
Respondents

607

50%
40%
30%
20%
10%
% - t | B N

104 Ghps 1-10Gbps S00Mbps-1Gbps 100-500Mbps < 100Mbps
Attack Size

R M Is 5 y:a&h&r Networks Worldwide ISP Security Report




Y J te aConficker

10000000
9000 000 A
8000 000
7000 000 I \
6 000 000
5000 000

4000 000 LI
3000000 - / ' ' "“V
O YA
2000 000 _ e ore
% $250000 REWARD
0
13 aHB 18 aHB 23 AHB 28 AHB 2 pes

10 000 0000 LOEOYjdedz 7 SR csjeiso




{ sMils yYydmdzO o tc] { ts dats M dats
ryOmlse & h §f & fgls tatsjlsdddjgls Kotc O § H O

LAz S Odz dz j] Mdcdz@Olsbkter otej H 1St

Mumber of unique samples

6,000,000
Almost 5.5 million unigue samples —s
5,000,000

1,000,000
800,000

600,000

400,000
200,000

' TEY Yy ryryyry.

[ Lo Lo L [

l'l._lnl:ler 10,000 unigue samples

SOURCE: A¥-Test

HbdzdC O dp T 2QGECATAKIS b t5 o
. FddC Od dr & q/EEEMIs Lt o

500% tetsfylsl2 s mw yj o .




LIsj YS d H O dzdF-Rail f vabj L

11§

equal.

Order  Leakage Concern Percent
1 Email 56%

2 Lost Laptop 51%

3 Web 37%

4 IM 33%
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