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BBeaeHue B TexHonorno MPLS
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Switching
(looking L2 and find in mapping table)
Efficiency and speed

MPLS (label table forms
from routing table)
Scalability,
Efficiency and Speed

Routing
(looking L3 addressing)
Scalability
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HepnocraTku cywecTBYHOLNX peLleHnN
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VPN VPN
Site 3 Site 4
-~
|

X,

| P - —
PE-3
CE-31 e CE-32

VPN VPN
.. Hub1 -
B — By~
SP Network
VPN ‘ﬁ VPN
- Site 1 Site 2 J
e CE-12 CE-22
* Heobxopgumo peanusoBartb end-to-end wmucppoBaHune
2-14
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HenoctaTku cywecTBYHOLWMUX PEeLUEeHUMN:
MPLS VPN + IPSec-aware

I T T T T T T www.specialist.ru

MPLS-VPN
Network

CE-12 CE-22

°* AnbTepHaTUBHbIN BapuaHT — ucnonb3osaHue DMVPN

wnu Easy VPN Ha CE-ycTpoucTBax (HegocTaTKu pelieHus)
3-14
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CpaBHeHuUe cyuwecTBYOLWMX metoaos VPN
I T T T T TT T T

www specialist.ro

Easy VPN

DMVPN

Cisco GET VPN

TyHHenbHbIe VPN

Be3tyHHenbHbIN VPN

CeTeBas
MH(pacTpyKTypa

My6nuyHbIN HTEPHET
TpaHcnopT

My6nuyHbIN UHTEPHET
TpaHcnopT

MpuBaTHLIN UHTEPHET
TpaHcnopT

CeTeBags Tononorusi

Hub-and-Spoke
(KnneHT-CeTb)

Hub-and-Spoke un
Spoke-to-Spoke (CeTb-CeTb)

Bce-co-Bcemun (CeTb-CeTb)

OvHammnyeckasn
N OuHammnyeckana mapLipyTusaums
MapwpyTtusauusn Reverse-route injection MapLupyTusaums Ha
- B IP WAN cetun

TYHHENbHbIX UHTEepdencax
OTKa3oycTON4YnBOCTb Stateless hub crypto failover salela LD I L sallal D o P

MapLUpyTOB MapLUpyTOB
Tononorus LLncdpoBaHue ToUuka-TouKa LLncdpoBaHue Touka-TouKa FpynnoBas 3awmTa
wudpoBaHuA P P Py

PaboTta Multicast

He noanepxuBaetca

Pennukaumna Multicast co
CTOPOHbI LIeHTPanbHOro
y3na (npotokosn NHRP)

Pennukauua Multicast B
IP WAN ceTtmn

4-14




[MpenmywecTtBa BHegpeHusa GET VPN
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° YnpowaeT nHTerpauuio mogenu wndgpoBaHua B CYLLECTBYIOLLYIO
IP WAN ceTb

° YnpouwaeT wncgppoBaHMeM Ha COTHSIX Y351OB Ornarogaps KOHUenuuu
«AO0OBEepPEeHHbLIX>» rpynn

* [lobaBnseT macwTabnpyemMoCTb M NIErKOCTb yNpaBrieHns1 Ans ceTeun
any-to-any TpedboBaHUAMU CBA3U

* NMoapepxusBaet Qo0S, Multicast n mapwpyTmnsaumro
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KoHuenuua cetu GET VPN: 9Ttan 1
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IPSec
keys and

* MMpoBepsieT y4aCTHMKOB rpynnbil

Rekey

[ rd °* YnpaBnsieT NOJIMTUKON 6€30NacHOCTH

Key Server

* CospaéTt rpynnoBble knwun: TEK n KEK

* PacnpocTpaHsieT Knouum

AAA
GDOI "\._ﬁDOf <
.- ﬁ Private @
Group Group
Member 1 Network " Member 3
Group
Member 2
Group Member Key Server
ISAKMP Phase 1
__________________________________________ ) e
Group ID
_____________________________________________ >
SA Policy
S
Acknowledge
_____________________________ e
€ee KEK TEK seq# . 6-14
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KoHuenuua cetu GET VPN: 3T1an 2

R RRRRRRR R www.specialist.ru

IPSec
keys and

Rekey
keys and

Key Server

Group
Member 1

* WudpyeT Tpachmk cornacHo NONUTUKe

°* MapuwpyTusmpyeTt Mmexay 3almLEHHbIMU
M He3awWMLWEHHbIMU YY4aCcTKaMMm ceTun

* YyacTtByeT B pennukauum Multicast
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KoHuenuusa cet GET VPN: 9tan 3
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IPSec
keys and

Rekey
keys and

Key Server

Group Network Group
Member 1 Member 3

Reke
SA

* NMepnoanyeckoe o6HoOBNEHUE Knro4ven
* MNoaTBepxanaemoe ogHoaapecHoe

°* HenoatBepxxgaemoe MHoroagpecHoe

8-14

© 2009, Konstantin Pavlov MCSE# 3243334, CCIE# 21349



BapuanTtbl pewweHnn GET VPN: VRF-lite
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VPN VPN
Site 3 Site 4

VRF-lite

VPN VPN

Hub 1 VRF-lite e VRF-lite Hub 2

h : —~
R — MPLS-VPN e
Group Group
VPN Membet Membet V'P N
.. Sitet Site 2 ol
- _fd'-’ ‘._...._T__d"

Key Server

* Harpy3ka Ha wundcgppoBaHue noxutcsa Ha PE-ycTtpoucTtBa (nogaepxka VRF-lite)
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BapuaHTbl pewweHnn GET VPN:
3aluTa ceTem KrnmeHrTa
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Secondary
Key Server

VPN
< Hub 1 GDOI COOP
R —~
) MPLS-VPN
Network
ven == /Tt
w Site1 Gl 409099 | .
-
- "‘1“ Group Group
Member 1 Member 2

* Harpy3ka Ha wundcgppoBaHue noxutca Ha CE-ycTtponcrtsea

10-14

© 2009, Konstantin Pavlov MCSE# 3243334, CCIE# 21349



BapuaHTbl pewweHnn GET VPN:
3aMeHa TyHHenbHbIX VPN ceTb-CceTb

I T T TT T T T T T T T
IPSec
keys and
Rekey
keys and
Key Server
e U
If# tcp mss 1380 If# ip mtu 1400
Group
Member 1
: -t-p/mGRE i
Private i Public
LAN WAN
IP t-------------3 IP | GRE | IP |--F--—-—-} IP | GRE | IP | ESP | IP

GET VPN

© 2009, Konstantin Pavlov MCSE# 3243334, CCIE# 21349
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Group
Member 2
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JononHutenbHble pyHKUuMn GET VPN
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IPSec
keys and

Rekey
keys and

Key Server

Group Group
Member 1 Member 3

== oo * Receive only SA Feature

Member 2

* Passive SA Feature

* Fail Close mode

* Local Exception Policy on GM 12.14
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[NopaepxuBaemblie YyCTPOUCTBA
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* Key Servers: Cisco 18xx, Cisco 28xx, Cisco 3845, Cisco 7200, Cisco ASR1004

* Group Members: Cisco 8xx, Cisco 18xx, Cisco 28xx, Cisco 38xx, Cisco 7200

|OS image version: 12.4(15)T8 and 12.4(22)T2

|OS-XE image version: 12.2(33)XNC

* Cnepyrowme moaynu annapaTtHoro wudgpoBaHUAa OOCTYNHbI:
* Cisco AIM-VPN/SSL Module for Cisco integrated services routers
* Cisco VPN acceleration Module 2+ for Cisco 7200 series routers and 7301 routers

* Cisco VSA (high-performance crypto engine) for Cisco 7200VXR/NPE-G2 routers
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BeiBoabl: GET VPN
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°* BblicOKOMacwTabupyemas TexHONornsa
0e3TyHHenbHOoro wudgpoBaHus

°* HeTt HeoOXOAMMOCTHM B OOMONTHUTENBbHOWU MapLUpyTU3aUunmn
* [opaepkKa cywectByrowen Q0S apXUTEKTypbl

* OnTumanbHasa nepegadm multicast-rpadpuka

°* MoBbILLeHHaA ceTeBas npon3BoanNTEeSIbHOCTb

* N'MOGKOCTb M NpocTOTa yrpaBneHus
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