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CopepxaHue
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3ayem HeobXoaMM KOHTPOSb KOHUrypaumnm
obopyanoBaHnA?

[TpMmepbl HOpMaTMBHBLIX TPEOOBAHNN

Kak obecrneuynTb KOHTPOJSIb COOTBETCTBUA CTaHOapTam?
KomnnekcHoe pellenune - PACE

O630p Cisco Network Compliance Manager

DYHKLUMM KOHTPOMA COOTBETCTBUSA CTaHOapTam B
CiscoWorks LAN Management Solution



Koraa 3agaya ctaHOBUTCA akTyarbHOU?

1. YBenu4deHune pasmepoB CETU

*  YHupukauma ncnosib3yemblX peLueHnn

2. [loBblleHne ypOBHS
MHopMaLMOHHON Be30MnacHOCTH

 KoHTponb Aenctesmn agMMHUCTPATOPOB
ceTn

« (CBoeBpeMeHHOEe NHOpMMPOBAHME O
npobnemax c MO n KoHpuUrypaumen *

3. HopmaTtuBHbIE JOKYMEHTHI

* KOHTpOSib BbINOMHEHUA TPeOOBAHMN

Pesynbrathbl ayguta ceTeun:
* 47% W3MEHEHNN HEe YYTEHbI

* 60% NpocToeB CBA3aHbl C YENOBEYECKMMU OLLMBKamm



HOpMaTVI BHbl€e JOKYMEHTbI




PacnpoctpaHeHHble B PP TpeboBaHuna b

CTO BP 1ISO 2700x (2
PO ®CTOK NBBC cTaHgapTa)

[OCT P NCO
15408 PCI DSS ITIL/COBIT

LlecTukHmxme
no MNAH
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NMpumep TpedboBaHum - PClI DSS

PCI DSS

Crangapt 3awuTsl
MHdopMauum B
NHOYCTPUY NNaTeXHbIX
KapT

Mpumep
TpeboBaHUN

Kak moxeT ObITb
OOCTUTHYTO?

[MepeyveHb TpeboBaHMin 4N NOBLILEHNSA YPOBHA 6e3onacHOCTU B
NHOYCTPUKN NAaTeXHbIX KapT. pa3paboTaHHbIn MeXxXayHapoaHbIMU
nnatexHsiMu cuctemamm Visa n MasterCard. Nogaepxneaetcs
AmEX, Diners Club, Discover, JCB. CoaoepXuT 12 0CHOBHbIX
TpeboBaHun, 175 getanbHbIX TpeboBaHMI

TpeboBaHue 2.1: He ncnonb3oBatb 3HAYEHUS NO YMOMYaHUIO A1
naponen n gpyrux napameTpoB 6e3onacHoCTH

[MpoBepka KoHuUrypaumm Ha ncnosib3oBaHne ctaHgapTHbIX
3HadeHun ‘public’, ‘private’, ‘cisco’ B SNMP; ‘cisco’, ‘cisco0123’,
‘'sdm’ ana gocrtyna 4Yepe3 WEB (Hanpumep, SDM)



-
[Mpumep TpeboBaHum - ITIL

Habop pekomeHgauuu Kk npoueccam ynpasneHna UT ycnyramum,
ITIL NHPACTPYKTYPON, BHEAPEHUS M IKCNyaTaumn. PaszpaboTaHbl No

IT Infrastructure Library 3aKady BDMTaHCKOI'O npaBUTESNbCTBA

OI'Iy6.|'IMKOBaH B HECKOJIbKUX KHUIaxX.

“7.9.1 Cnctema ynpasrieHna KoHurypaumamum.

MNpumep

Tpe6oBaHUiA Cuctema ynpasneHusi KoHurypaumamm gosmkHa obecneumnsatb
KOHTPOMb AOCTYyNa K MHdopmaumn”

Kak moxeT ObITb HacTponka n nposepka ncnosnb3sosaHus AAA B KOHJuUrypaumm

OOCTUTHYTO? obopynosaHna n RBAC B MH(pOpMAaLMOHHbIX cCUCTeMax
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Mpumep TpedboBaHum - COBIT

Habop pekomeHgauma ans UT, co3gaHHbI opraHm3aumen
COBIT Information Systems Audit and Control Association (ISACA) n IT

Governance Institute (ITGI) B 1992. COBIT npegoctaBnsaet

pyKkoBoaUTENaMm, ayantopam u nosnb3osatendam NT Habop

Control Objectives for -
TerEen e ) Msmepequu/l, MHOMKATOpPOB, NMpoueccoB U Jiy4dlne nNpakTuku,
Technology KOTOPbIXN NOMOraroT USAMepmTb U ONTUMNU3INPOBATb

addeKkTUBHOCTbL paboTbl UT.

MNpumep DS4 nocTtosHHasa npoBepka AOCTYNHOCTU CepBuca
TpeboBaHus '
Ncnonb3oBatb cpeactBo KOHTposs yenyr IPSLA . KoHTponb
Kak moxeT ObITb cocTosiHNA nHTepgencon vyepes oTcbinky SNMP trap n syslog.
OOCTUTHYTO? 3anyck nepunoanveckmx Tekctos Ha obopynosaHum (EEM, Gold n

apyrme MmexaHu3mbl)



[Mpumep KopnopaTuBHbLIX TpeboBaHUM

“Ha kakgom ycTponcTee A0SMKHO BbiTb HACTPOEHO Kak

YnpaBneHue N 5
P MUHUMYM 2 nony4daTtensa coobweHnn Syslog u SNMP trap
YnpasneHue “He 6onee 4 nony4yatenen Syslog”
“He pomkHbl ncnonb3oBaTbCcA «NonynsipHble» 3HadyeHna SNMP
YnpasrneHuve A _y” P
community
YnpaBneHue “‘0Onsa poctyna no SNMP gosrmkHbl ncrnons3osatbcst ACL”
“Ha kaxxgom ycTponcTee A0STKHbI ObITb HACTPOEHDI
be3onacHocTb "
AAA/TACACS n SSHv2
BesonacHocTb “AAA/Accounting gosmkeH BbITb BKNIOYEH”
“‘HormkHa ucnosnb3oBaTbes onuus ‘password 5°, He
besonacHocTb

MCNOMNb30BaTLCA NApPONnn B OTKPbITOM Buae”




Kak o6ecne4ynTb KOHTpPOnb
COOTBETCTBUA CTaHgapTam?




C 4yero HavyaTb?

N o 0o s W N

Onpegenntb HOpMaTUBHbLIE OOKYMEHTbLI, KOTOPbIM
OOJIKHA COOTBETCTBOBATb MHpaAcTpypkTypa AT

Onpenenutb cneynduyeckme tpebdboBanus ansa NC

[TpOKOHCYNbTUPOBAaTLCA C ayauTopamMmu Cama

CIOoXHas

CnpoeKkTnpoBaTb CUCTEMY KOHTPOJIS

4acCTb

BHegputb cuctemy
AyOuT NHQPACTPYKTYpbl HA COOTBECTBME CTaHO4apTam

[locTosAHHOE ycoBepLweHCTBOBaHNE CUCTEMDI



YTO 3HAUnT npouecc KoOHTponsa anga cnyxo UT?

1. lNocTosiHHbIM COOP AaHHbIX
* |/IHBeHTapHOU nHdopMaLnK

MHoro ntogen octaHaBnNMBAKOTCA Ha
= KoHurypauum yCTPOUCTB  3TOM 3Tane

2. [lpoBepka xapaKTepuUCTnK PyHKLMOHNPOBAHNUS
YCTPOWUCTB

3. Cpeacrtsa ynpaBreHns OoMmKkHbl obecnevnBaThb:
= Cobop
= [lpoBepka gaHHbIX
* OT4YeTHOCTb

= EXxepgHeBHO, B MOCTOAHHOM peXume



Kakue peweHunsa npeanaraet Cisco?

1. CiscoWorks Network Compliance Manager (NCM)
[Toggepkka pasHbIX NPOnU3BOAUTENEN

[locTaBnseTcs ¢ HaCTpoOMKamMu ANsS HEKOTOPbIX CTaHAAPTOB

2. EMC VoyenceControl

AnbTepHaTtmea NCM

3. CiscoWorks LAN Management Solution (LMS)

PelleHne 4acTo yKe yCTaHOBIEHO Yy Nonb3oBaTenen

Mo>XeT BbINONHATL NPOCTble PYHKLUUN KOHTPONS doannos
KOHUrypaumm
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PACE 2.0. O630p peLueHuns

Moaynu

PACE Portal — eanHasa To4ka WHTErpaumm
PACE

noJiydeHnAa AaHHbIX C
cncrtem Cisco Network
: Network Compliance
= CiscoWorks LMS Collector Manager

= Network Compliance
Manager

= QoS Policy Manager

= Cisco Network Collector
Cisco EMC
[NlocTaBnsieTca becnnaTtHo B Advanced Voyence

coctaBe NCM Services Control

Yenyrn Cisco AS —
onumoHanbHas Yyactb PACE

CiscoWorks CiscoWorks
QPM LMS



O630p Cisco Network Compliance
Manager




CiscoWorks Network Compliance Manager
(NCM)

OQHO 13 NyYLKUX B MUPE PELLUEHU MO
yrpaBneHntio N3MEHEeHNSAMM

= OBGHapyXeHne N3MEHEHUI Ha CETU B peasribHOM
pexmme BpeMeH

Cisco SysTEmMS

uuuuuuuuuuuuuuuu
L | Soevices | STasks | B Policies | A Reports | @ Admin

aaaaaaaaaaaaaaaaaaaaaaaaa

ssk® @ compare Device Configurations

= [lpegBapuTtenbHaga NnpoBepka U3MeHeHU nepes
NX BHEOPEHMEM Ha CETU

AyD,I/IT N aHalin3 COOTBETCTBUA

| @ Admin
cTaHgapTam 1 HopMmaTBam s 0 s e
(% Workflow Wizard
" KOHTpOnb BbINONHEHNs CTaHAapTOB U o s
HOPMaTVBOB Ha CeTU = o —
- | m WP oo | Gress | Mroiies | alRepons =g TSR
=OnepaTvBHas otTyeTHocT6  |e i SR ismnh o
CornacoBaHne U3MeHEHUN
= HaCTpOIZKa npaswus cornacoBaHnA

» BO3MOXXHOCTb HaCTDOIZKM CIOXHbIX MpaBuI




BO3MOXHOCTU NO OTKa30yCTONYNBOCTHU

KoHdurypaumsa Active/Active yepes pennukauuio 6a3sbl AaHHbIX

NCM Core

YHpaBnﬂemaﬂ CeTb

Ynpasnsemas cetb

* YnpaBneHue yaaneHHsIMu oucamu ¢

ayonvpyrowmmncsa IP-agpecamu

YnaneHHbivi ocpuc
* Heckonbko cepBepoB A51A NoBblLLUEeHnA

[AOCTYMHOCTU

OTtkasoyctonyunsocts NCM KOMMNOHEHTHI KntoueBbie BO3MOXHOCTU
*  CUHXpOHU3aUUs AaHHbIX Mexay Bcemu NCM Core B « Core * bBesonacHocTb, MacLLTabypyeMocTb
pearibHOM BpeMeHu . HA *  HeT eauHom Touku oTkasa
* YpaneHHoe ynpasneHue v BOCCTaHOBMEHME CUCTEM «  YIAneHHOE VIIDABIEHUE VCTDONCTBAMM—
* Gateway A ynp ycrp
Jaxe B ceTax ¢ gybnupoeaHuem |P

*  [lonHas pennukaumsa gaHHbIX
agpecoB

i  —




NCM: NopaepxmBaembie NNaTgopMbl

[TloaoepxnBaemMble cepBepHble NNaTtopMbl:
="\Windows Server
=Solaris
*[inux RedHat ES/AS
»SUSE Enterprise Linux

[MoppepxmnBaemble CYB/M:
=Oracle
sMySQL
=Microsoft SQL



CtaHaapTbl M OTYeThI

NCM npenocrtaBnsieT rotoByo OTYETHOCTL MO pAay

cTaHOapToB

Kak TonbKo ycTpomncTeo
nobaeBneHo B CUCTEMY U NO
HeMy norny4yeHa
KOHdurypaums,
NHopMaLNA N0 HEMY
aBTOMaTM4eCKM nonagaeT B
OTYET.

Bam HeobOxoauMo HaxaTb
OLHY KHOMKY...

Support  Daocs Alert Center  Logout

sliatl 1 ciscoWorks Networ
| @ Devices | .uTasks | M Policies | «fReports | g9 Admin

) Home

S Search =

jadavis Mow-09-08 12:21:53

Back & o Compliance Center - Home

Add to Favorites & Help @)

or...

My Workspace

-z Current Device Group

Inventory

# My Favorites

Cormrmand Scripts

'# My Settings

My Profile

My Workspace
My Preferences
My Permissions
Change Password

Compliance Center

CiscoWorks Metwork Compliance Manager provides powerful
capahilities for managing compliance with government
regulations and industry standards for IT processes and best

practices,

The Compliance Center is CiscoWorks Network Compliance
Manager's portal for accessing reports and information that
help determine the compliance status of your netwaork

FESOUrCces,

Compliance Reporting

The Compliance Center provides reports detailing the current
compliance status of your network infrastructure with respect

to the government regulations and industry standards:

Zarbanes-Oxley {(Section 404)

COBIT

COs0

ITIL

GLBA

HIPAL

Visa CISP{PCI Data Security Standard)

Use the links at right to view the individual compliance

reports.

L

Sarbanes-0Oxley {Section 404)
The Public Company Accounting Reform
and Investor Protection Act of 2002

Compliance Status

COBIT
Control Objectives for Information and
related Technology

Compliance Status

coso
Cormmittee of Sponsaoring Organizations
of the Treadway Commission

Compliance Status
ITIL
IT Infrastructure Library

Compliance Status

GLEA
Gramm-Leach-Bliley Financial
Modernization Act

Compliance Status
HIPAA

Health Insurance Portability and
Accountability Act



CtaHaapTbl M OTYeThI

[Tpumep otdeTa no PCI DSS

alialn GiscoWorks Netwerk

&) Home

Fs Search .

Support Diocs Alert Center Logout

Back P Compliance Center - Visa CISP

# Devices | .yTasks | M Policies | «fReports | @ Admin | jadavis Mov-03-08 12:23:52
- = = =

Add to Favorites & Help &)

]

My Workspace

-)f Current Device Group

Inventary

.'# My Fauotitas

Command Scripts

s My Settings

My Profile

My workspace
My Preferences
My Permissions
Change Password

Compliance Center "'-lb

Compliance Center Home

Sarbanes-Oxley (Section 404 COBIT COs0 ITI

L GLBA HIP&& Visa CISP
¥isa CISP{PCI Data Security Standard) Compliance
Status Ernail Report [

In an effort to combat data theft and maintain consurmer confidence, all of the major credit card issuers have formulated
detailed security programs, including:

- Visa UsSA Cardholder Information Security Program (CISP)

- MasterCard Site Data Protection (SDP) program

- Discover Information Security and Compliance {DISC) program
- American Express Data Security Operating Policy {DSOP)

In late 2004, Visa and MasterCard aligned their programs under a single standard: the Payment Card Industry (PCI) Data
Security Standard. Fundamental security best practices focused on protecting cardholder data comprise the 12 PCI
requirements. Penalties for failure to comply with the requirements or to rectify a security issue are severe: possible
restrictions on the merchant or permanent prohibition of the merchant's participation in Visa programs, and a fine of up to
$500,000 per incident. Level 1 merchants riust achieve validated cormpliance by September 30, 2004; Level 2 and Level
3 merchants must achieve validated compliance by June 30, 2005,

More information about the Visa CISP(PCI Data Security Standard) and achieving compliance using CiscoWorks Metwork
Compliance Manager

CiscoWiorks Metwork Compliance Manager enables or enhances support for the requirements of the PCI Data Security
Standard (Wisa CISP) as indicated below,

Build and Maintain a Secure Netwaork

Regquirement 1: Install and maintain a firewall configuration to protect data

Specification Status More Information

1.1 Establish firewall configuration
standards that include: ) ) .
1.1.1 & formal process for approving | 1 firewall configurations stared

1 firewalls deployed Firewall List

Active Firewall Configurations




a1l GiscoWorks Network
4

&) Home

T Search

IF or Hostharne

Support Docs

‘4l Devices

i Tasks B Policies /| Reports

& Admin

jadavis Mow-10-08 20:54:20

Back @ o Compliance Center - Visa CISP

Add to Favaorites

[ Search H Cannect

or...

Search For hd

My Workspace
.'# Current Device Group

Inventory
.'# My Favorites
Command Scripts

7 My Settings

My Profile

My Workspace
My Preferences
My Permissions
Change Password

Compliance Center

Compliance Center Home

Sarbanes-Oxley (Section 404) COBIT COS0

Misa CISP

¥isa CISP({PCI Data Security Standard) Compliance Status

e

Email Report [

In an effort to combat data theft and maintain consurmer confidence, all of the major credit card issuers have formulated detailed security programs, including:

- Visa UsSa Cardholder Information Security Program (CISP)

- MasterCard Site Data Protection (SDP) program

- Discover Information Security and Compliance (DISC) program
- American Express Data Security Operating Policy (DS0OP)

In late 2004, Yisa and MasterCard aligned their programs under a single standard: the Payment Card Industry (PCI) Data Security Standard. Fundamental security best

practices focused on protecting cardholder data comprise the 12 PCI requirements. Penalties for failure to comply with the requirements or to rectify a security issue are

severe: possible restrictions on the merchant ar permanent prohibition of the merchant's participation in Wisa programs, and a fine of up to $500,000 per incident. Level 1
merchants must achieve walidated cormpliance by September 30, 2004; Level 2 and Level 3 merchants rust achieve validated compliance by June 30, 2005.

Mare information about the Visa CISP(PCI Data Security Standard) and achieving compliance using CiscoWorks Metwork Compliance Manager

CiscoWorks Metwark Compliance Manager enables or enhances support for the requirements of the PCI Data Security Standard (Wisa CISP) as indicated below,

Build and Maintain a Secure Metwork

Requirement 1: Install and maintain a firewall configuration to protect data

Specification

Status

More Information

1.1 Establish firewall configuration standards that
include:

1.1.1 & formal process for approving and testing all
external network connections and changes to the
firewall configuration

1.1.2 & current network diagram with all connections
to cardholder data, including any wireless netwoarks
1.1.3 Requirements for a firewall at each Internet
connection and between any OMZ and the Intranet
1.1.4 Description of groups, roles, and responsibilities
for logical management of networl components

1.1.5 Documented list of services/ports necessary for
business

1.1.6 Justification and docurnentation for any available
protocols besides HTTP and SSL, SSH, and WPN

1.1.7 Justification and documentation far any risky
protocals allowed (FTP, etc.), which includes reasan for
use of protocol and security features implemented
1.1.8 Periodic review of firewall/router rule sets

1.1.9 Caonfiguration standards far routers

1 firewalls deployed

1 firewall configurations stored

0 firewall configuration changes in the last 7 days
13 routers deployed

339 router configurations stored

S router configuration changes in the last 7 days
16 configuration policies in place

59 violations of NSA Router Security Best Practices
policy in last 7 days

0 approved firewall changes in the last 7 days

0 unappraved firewall changes in the last 7 days

Eirewall List

Active Firewall Configurations

Firewall Configuration Changes

Router List

Active Router Configurations

Router Configuration Changes

Configuration Policies

MSA Router Security Best Practices Violation Events

Approved Firewall Changes

Unapproved Firewall Changes

1.2 Build a firewall configuration that denies all traffic

from "untrusted" networks/hosts, except for:
)
1 3 3 ok meedm e e - T et S0 e S e e

0 firewalls in configuration policy non-compliance

0 firewall carfianration ron-cormoliance evernts 0 the

Mon-Compliant Firewalls

Alert Center  Logout

Help &)




Kak co3pgaTtb npaBunio gna npoBepku?

st 1|10 GiscoWorks Network

alta] i giscoWorks

| & Devices | i) Tasks

B rolicies | | Reports | @ Admin |

) Home pack @ @ Home

Palicy List

Import/Export Policies

% Search -

IP or Hosthame

’ Search ][ Connect ]

|f My Homepage \ @By St

My Tasks

Palicy fckivity
Policy Compliance

Test Policy Compliance

[:D No tasks found.
Qr...
| Search For

vl‘

Software Levels

Mews Policy Task 3

Onpepgenute Ha3BaHue
NONUTUKN, NpaBumo, rpynny
YCTPOWUCTB 4Yepes3 MEHH
“New Policy”

My Profile

My Warkspace
My Preferences
My Fermissions
Change Password

# Devices | .Tasks | W Policies | . Reports | @9 Admin |
2 5 = *

) Home Q a New Policy
S Notes:
@ Search & * Required fields

New Policy

*Policy Name

ICL— Svzlog Management Policy

Policy Description Eequired Syslog config standards for Ciscolive

Scope @ zelect devics groups palicy applies to

) use filkers to define a dynamic policy scope

Dietault Site o]
F241-CCIE-LAR

RTPMNRL - Test

Add Exception << I

|

.but not these devices:

Policy Rules

Detailed Description

Policy Status ® active
O 1nactive

= Additional Policy Fields

CVE

Wendor Advisory LURL

wendor Solution URL

Edit using yyyy-MM-dd format

|
|
|
Disclosure Date I
Solution ’

Save



e el " i bl weddolin | cnlilbe

\

-
-

]
=

Back {3 n Edit Policy Rule

=

i
[

Notes:
* Required fields

Edit Policy Rule

*Rule Namne IMinimum 2 Svzlog receivers

*Rule Type ® corfiguration O Diagnostics O Software

Rule Description

message receivers

Applies to devices with these drivers

O all Device Families

Cevice Family I Cisca 105 i,

() all applicable drivers
() select specific drivers

Cizco switches, Catalyst 20000 & 350001 series, |05 version 11 )
Cizoo switches, Catalyst 2850, 2970, 3550, 3750 & 8500 zeries, 105 verzion 12.x =
Cizoco routers, 3600 series, 103 version 11.x

Cigoo routers, 7200 & 7500 zeries, 105 version 11 =

[

Define Text Block: [] set Text Blocks to be used by rule conditions,

Tip: Use to check each single interface in 105,

Rule Canditions

Conditions

m Regular Expression [get help defining patterns.]
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vlen] 1 CiscoWorks Network Support  Daocs  Alert Center  Logout =

4 Devices | o) Tasks | B Policies | | Reports | 3 Admin | jadavis Mov-09-08 12:39:00
L £
) Home Back n Edit Policy Add to Favaorites & Help @
_ Motes:
& Search S * Required fields

IP or Hostname Edit Policy

#Palicy Name ICL—SysIog hanagerment Policy

ar... Palicy Description

My Workspace"‘ )

Scope ® select device groups policy applies to

O use filters to define a dynamic policy scope

Default Site N
F241-CCIE-LAR

7 Current Device Group

Inventory

v My Favorites
RTPrMRAL - Test

€

Cornrmand Scoripts

& i Wbut not these devices: -

»f My Settings Add Exception << I
My Profile

My Workspace Remove Exceptio

My Preferences
My Permissions

Minirum 2 Syslog Configuration  Cisco [0S Every 105 device must have a minimurn of  Wiew & Edit | Delete
O)KeT bl Tb Co3ﬂ|a H O receivers 2 Syslog event message receivers

Minirum 2 Syslog Configuration  Cisco Catalyst Every CatdS device rust have a rminimmum  Yiew & Edit | Delete
H eCKon bKO I-I pa B MJ-I receivers - Cat0s s of 2 Syslog event receivers

Minimum 2 Syslog Configuration  Cisco PIX Every PIX device must have a minimum of  Wiew & Edit | Delete

ﬂnﬂ OﬂHOﬁ I-IOJ-IMTMKM / rec:\;:';;:x 2 Syslog event receivers
N Pa3HbIX TUMOB S
YCTPOWUCTB pPasHbIX

Npon3BOAUTENEWN.




OTy4eT NO COOTBETCTBUIO NONIUTUKAM

i1 GiscoWorks Netwerk

Back

#) Home

s search .

| & Devices | .3 Tasks

R Policies | ~AReports | @ Admin

Q@ @ Home

Palicy Lisk
T Palicy

ImportfExport Policies

|IP or Hostharme |

[ Search H Connect ]

|{- My Homepage " By Sty

Palicy Activity

Test Palicy Compliance _

or...
| Search For v

@ Mo tasks found.

s [ EUvee [ W | mrnese | ssnepos | @ Admin
= = 5

#j) Home

% Search

IF or Hosthame

[ Search H Connect ]

Software Levels

[MpocMOTp NnepnoanyecKmx
OTYETOB MO COOTBETCTBUIO

Mew Palicy Task 3

NMOJINTUKaAM
Support  Docs alert Center  Logout
jadavis Mow-09-08 12:27:03

Back (3 n Policy Compliance

Add to Favorites & Help &)

Check Policy Compliance

Current working group: I Irerntory hd

P Display only devices that are not in compliance,

Oor.
|Search Far V|

[ My Workspace

¢ Current Device Group

Inventory

'# My Favorites

Cormrmand Scripts

coig-p01-swl Unknown
ciscoasa 10.94.140,95 ‘ves
crsl6a 11.16.254.10 Mo
orsda 11.16.254.40 Mo

' My Settings

My Profile

My Workspace
My Preferences
My Permissions
Change Password

fz41-19-01-3600-1 14.5.0.21 Mo

f241-19-01-3600-1 14.5.16.0 Tes

f241-19-01-3600-1 14.5.16.255 Tes

86 result(s)

Go to page
Page 1 of 4 (] [P

Cefault Policy Events | Policies Applied
Site

Default Jun-10-08 15:58:54 Policy Events | Policies Applied
Site

Default Oct-15-08 12:57:56 Palicy Events | Policies Applied
Site

Cefault MNow-08-08 01:19:19 Policy Events | Policies Applied
Site !
Default Sep-16-08 20:12:52 Palicy Events | Policies Applied
Site

Cefault Jun-12-08 10:07:55 Policy Events | Policies Applied
Site

Default Jun-12-08 10:07:56 Policy Events | Policies Applied
Site



NCM Alert Center

Ha cBa3u ¢ Cisco

[NocTosAHHbIN

OcBefoMIeH- TpaHcnsums B NneHtnduka-

HOCTb 06 npasuna u LA 1
YyA3BUMOCTAX MOJNINTUKMN ncripasrieHne

KOHTpOIb

ABTOMaTU4ECKOE Mony4yeHne rotoBbiXx bBbICTPbIN NOUCK U ABTOMaTU4eECKOE
noJjiydeHmne aaHHbIX 00 NONUTUK ncnpasrneHune nipeweHume o
YA3BUMOCTSX npobnembl npobnemax
. . . .
= CBoeBpemeHHoe = [laHHble 06 = ABTOMATMYeCKuM nouck = K3BellueHue o
nosiydeHne NaHHbIX YSA3BMMOCTSX B BCEX YCTPOWUCTB C NOSIBIIEHNN HOBbIX
BU/1E roTOBbIX YA3BUMOCTSAMM 1 NPoGrem Unm HOBbIX
MONUTUK BbIBO/ OTYeTa YCTPOWCTB,
= [onb3oBaTerb = NCM obecneunTt YCTaHOBINEHHbIX Ha
MOXET BbIGpaTh ncnpaeneHune CeTI CO CTapbimMu
MOMUTUKM, KOTOPbIE npoGnemsi npobnemamu

AOSTKHbI paboTaTb
Ha ceTn



PYHKLMN KOHTPOSSA COOTBETCTBUSA
ctaHgaptam B CiscoWorks LMS




CiscoWorks LMS/RME

CiscoWorks LMS Portal (rtpnmlz-ims31)

Welcome jadavis
Home | Logout | Help | About

cisco myPortal O Public @ Private
@
| Functional | System | Network |  DFM CM RME | M [ cs | Hum | TGRS
Ciscoview RME Heatlth and Wtilization Monitor
wZhassis Yiew «Home > Poller and Template Management
s hlini RMOM » Devices =Threshald Managerment
= Administration ~ Config Management * Reports
wArchive Management =Admin
~Config Editar
CiscoWorks Assistant ~MetConfig
~Compliance Momt Internetwork Performance Monitor
~Home » Software Management
» Workflows » Job Management + Collector Managemert
* Administration * Reports * Reports
* Tools * Admin
. = Administration
Common Services * Shortcuts
| LMS Workflows Demo |

Home

» Server

» Software Center

» Device and Credentials
» Groups

Campus Manager

| Ciscoworks Product Updates |

Device Diagnostic Tools

«Device Troukleshaating
~Device Center

~Home

= User Tracking

» Visualization

» Configuration

* Reports

~Job Management
» Administration

Setup Center

= Server Setup
= Server Seftings

External Links

Device Fault Manager

* Cisco.com Resources

+ CiscoWWorks Resources
~ Third Party

~ Custom Tools




CiscoWorks LMS/RME

Cizcoviorks | Help | &bout
i Resource Manager Essentials
cisco |Hume ” Devices Config Mgmt || Software Mgmt || Job Mgmt ” Reports H Tools ” Admin

REATEAL: " v Mt " Contia: Editar -~ tig®tia ~ camtiance Mgmt - |||k

“ou Are Here « Config Mamt = Compliance Mamt = Template Momt /
Baseline Templates
(AR

u Template Mgmit

- Compliance Check

«« Direct Deploy

= ComplianceDeploy Jobs

Showing 3 records

|:| Hame & Device Type Description Created on

Routers Cisco Interfaces and

1. |:| MSA_Router_Security Wodules The NSA Router Security Recommendations Jul 03 20028 073410
2. |:| TemplateExample] Routers Baszic template example with Regular expresszion Jun 3002008 121926
Advanced template example with Submode and .
3. |:| TemplateExample2 Routers P il splere Jun 3002008 121926
] TemplateExample3 Routerz Advanced template example with prereguisite option Jun 3002008 121926
MoxHo co3gaTb unu

TemplateExampled Routers Advanced templste example with ordered et option Jun 3002008 121926

MMoOpTUpOBaTL | s ° ° &

HOBBbIN LLAGIOH.
| Edit | ‘ Export | ‘ Delete ‘ J | Create | | Import |
Heckonbko

LWabrnoHOB JOCTYMHbI
B CTaHOApPTHOM
nakete




Cizcoworks | Help | Ahout

= 1. Select Made
0 2. Add Template Details

Onpenenute KomaHab!
O1151 NPOBEPKN:

Co 3HaKkoMm ‘+’ OOImKHbI
NpUCyTCTBOBaTb

Co 3HakoM ‘- OOJIKHbI
OTCYTCTBOBaTb

HaxxmuTte kHornky Finish

ol Resource Manager Essentials
cisco | Home ” Devices ” Config Mgmt H Software Mgmt ” Job Mgmt H Reports ” Tools H Admin ‘
MMM > &rhive Mot > Confia Editor« NetContis < Compiiance Mgt o NI AR
You Are Here + Config Momt = Compliance Mgmt = Template Mgmit
d Template Details
o e o 11

Bazeline Templates
Conditional Block

|:| Check for compliance only if the follovving condition is satisfied

lobal

Subhode

Cli Commands

[ns rmbkocTu
ncnosb3yeTca regex

Compliance Block
& Glabal

Uze the Subhkdode of abave
condition

2 subMode

Cli Commands *

#To check for existence of command enter

#+ <woommand>

# To check for non existence of comrmand enter

#- <command:>

# Comnands without + or - are considered as comments

- smop-server comwunity pubklic [#((ro)| (zw)| (RO) BT )#]
- Smmp-Server comumunity private [#[[EQJIIEHJIEBQJIBE]]#H

|:| Crder Sensitive

|Preuiew H Reset H Help |

‘ ~Back I ‘I Finish I Cancel ‘I'

* - Required

-Step2of2-




CiscoWorks LMS/RME

BbinonHeHne nNpoBepKkM COOTBETCTBUSA LLIAONOHY

Cizcoviorks | Help | About
e Resource Manager Essentials
cisco ‘ Home Hlleuices HCunfig Mgmt || Software Mgmt ”Juh Mgmt ” Reports ” Tools ” Admin |
TR, e v gt~ <=antigy Eiter -~ wetCantia - €amptianee Bgmt O RN
You Are Here + Config Momt = Compl jmt > Compliance Check
ine Template Compliance Check
A
= Template Mot
n Compliance Check Showing 6 recards
w Direct Deploy . -
.« ComplianceDeploy Jobs Hame & Device Type Description Created on
1. @ Mo_poar _SMMP_strings Routers Switches and Hubs Mo 09 2005 18:37:52
2 / 2. () MS&_Router_Security ;':'D';tj;z'cm'j i The NSA Router Security Recommendations Jul 03 2008 07:34:10
3. (:} TemplateExample Routers Baszic template example with Regular expression Jun 30 2008121926
4. (O TemplateExample2 Routers ﬁ;’:ﬂiﬁ;i’mfﬁz Example wih Submoc and Jun 30 2008 121926
R Y 0 T =T Rk Routers Advanced template example with prereguisite option Jun 30 2008 1219:26
nocne On peﬂ,eﬂeH nA aled Routers Advanced template example with ordered zet option Jun 30 2008121926
LuabnoHa
1. Bb|6ep|/|Te ‘Com p“ance J Compliance Check
Check’ 13 meHto, /
2. BbibepuTe LabroH, 3

3. Haxxmute KHOrKy
‘Compliance Check’



e
CiscoWorks LMS/RME

Cizcoiorks | Help | About

il Resource Manager Essentials
cisco ‘ Home ” Devices H Config Mgmt || Software Mgmt ” Job Mgmt ” Reports ” Tools ” Admin
THAORRRR e i st € ntic Eitar < WetSanti ~ Compliance Mamt | P
You Are Here + Config Mot > Compliance Moimt = Compliance/Deploy Jobs
seline Jobs
(R
« Template kgmt
= Compliance Check @
- Direct D_Eplw Showing 2 recards
u Compliance/Deploy
Jobs Job ID Description \ Compliart/Deployed Devicels) Status
1. (:) 1050 CL - check for eazy SHMP strings 40 out of 41 Complisnt Successful
i _Check_1 0 out of 15 Compliant Successful

[Mocne BbINOMHEHNS 3a4a4n
pe3ynbraT bygeTt 4OCTYNeH B MEHIO beploy || Retry || pelete
‘Compliance/Deploy Jobs’.

[MpoBepsatoTCA KOHUrypauuu,
XpaHsiLLMecs B apxuee — 3agada
BbINONHsAETCA 6€3 3a0epIKeEK.

HaxxmuTe Ha ccblnky-pesynsraTt
AN npocMoTpa getanen.



3 Baseline Compliance Report - Mozilla Firefox

[ [ | netp:frtprniz-ms31:1741 jrmedemaBL Auditeport do?jobld=1050 B bl 6e p ntTe Hy)KH bl [7| oTyeT g
Ead
.|||.|||. Baseline Compliance Report
Cisco Generated on Nov 03 2008 16:40:53

Goto: | <<Selectan lterm>>

«<Selectan term»»
| Compliant Devices
Mon-Compliant Devices
Excluded Devices

Template Mame:

Mo_poor_SMMP_strings
40

Mumber of Mon-Compliant device(s) 1

Mumber of Compliant devicel=):

Murmber of Excluded device(s): 0O

Compliance Details

Compliant Devices

Device Hame & Latest “ersian Created On
145551 1 Jul 03 2008 0503602
145552 1 Jul 03 2008 05053531
145555 1 Jul 03 2008 05:35:58
1241-19-01-2500-3 1 Jul 0 2005 14:45:04

1241-19-03-2900-6 1 Jul o 2008 14:46:39

f241-19-03-2900-9
f241-19-03-29450-1

1241-19-03-3700-1

Juln 2008 14:47.03
Juld 2006 144215

Jul 0 2008 14:45:3533

Back to Top

n-Compliant Devices

Device Hame & Latest ‘Yersion
niml- 7506 1

Created On
Jul 07 2008 14:43:11

Command(z) to Deploy

-SMMP-SEFYEr COMMUNty ***a By

~N

CucTtema npegocTtasnser
BO3MOXHOCTb BbIMOMHUTb KOMaHAy
Ha yCTPOWCTBE ANS YCTPaHEHMs
HEeCOOTBETCTBUS KOHdUrypaumum
LLabnoHy

Back to Top

Excluded Devices

Device Hame &

Mo records.

HaxxaB Ha Homep Bepcum
MO>HO MOCMOTPETb
aetanu KoHdpurypauum




e
CiscoWorks LMS nnn NCM?

1. NCM vactn4yHo nepecekaetcd ¢ LMS no
doyHKumnoHany B npunoxeHmn RME (MHBeHTapHbIe
OaHHble, ynpaBreHne KoHdurypaumuamm u MO)

2. [lpenmyiectea NCM:

=[lognepxka 30+ nponssogmntenen — CiscoWorks pabortaet
TONbKO ¢ obopyaoBaHnem Cisco

*MaclwTtabupoBaHmne — apxutektypa NCM nossonsieT paboTaTtb
C ropasgo 6onbLwMMK ceTamMu

*OTYETHOCTb — B CTaHOAPTHOM NOCTaBKM NPeaoCcTaBnsaloTCs
rotoBble otyeTbl No PCIl DSS, ITIL, COBIT ...

="Workflow — BO3MOXXHOCTb cO34aHus anroputmMoB
cornacoBaHna N3MeHeHUU

=*API| — rmbkmne BoamoxxHocTtun no nnterpaummn (SOAP, PERL,
apyrue)

3. PeweHuna pononHawoT gpyr gpyra B PACE



NMpumep npoekTa BHeApeHUSs
Network Compliance Manager




JTtan 1
PewweHue no ayanTy cetu

1. MuHumym TpygosaTpar Ans NepBbiX pe3ynbTaToB
2-6 mecaueB

[lo3BongeT N3y4nTb BO3MOXHOCTU peELLUEHNA
2. PesynbTar:
MOHI/ITOpI/IHF COOTBETCTBUA MOJTIUTUKAM

KOHTpOMb namMeHeHUsa KoHurypauum

OnepaTtunBHasi 0OTYETHOCTbL Mo owmnbkam/abipam 0SS



JTtan 2
KoHTpoOrnb nameHeHumn

Configuration Enforcement Process

1 . 4_ 9 M e Cﬂ L'|e B Prior 10 Network Gompliance Manager ! After Implementing

Network Compliance Manager

2. BHepgpeHwue npouecca
corfiacoBaHua U KOHTPONS
N3MEHEHUNN U3
LEeHTpanm3oBaHHOW
CUCTEMBI

3. YHudumkauums
KOHpurypaunm

4. WHTerpauuda c
CYLLEeCTBYHOLLNMMU
cucrtemamm ynpaBrieHUs
N3MEHEHNAMM

atfren],
CISCO




JTtan 3
ABTOMaTU3auuA nNpoLeccos

1. OObI4HO MocneaHu atan BHeapeHus

2. Hactpounka NCM gna aBTomaTnyeckoro ucrnpasreHuns
OLLUNOOK

3. Hactpounka NCM ana nposegeHnUsa AMarHoCTUKU
obopynoBaHus

4. [lonHaga nHTerpauust ¢ gpyrumm cuctemamm (Service
Desk, YnpasneHne nHuugeHTamm)



PekomeHpaauum

"  YHUUUUPYUTE KOHUrypauun yCTPOUCTB ANgd
YMEHbLLEHUA BPpeEMS BOCCTAHOBNEHMS NOCSie 0TKa30B

» KOHTponupyuTte npouecc BHeCeHNUA U3MEHEHNN ONgd
NOBbILLIEHNS OOCTYNMHOCTU N 6e3onacHOCTU PaboThl
ceTu

= Cneonte 3a TEKYLLMMU BEPCUAMU NPOrPaMMHOIo
obecneveHns ansa yMeHbLUEHNS KOnmMyecTBa OLInNOOK
N BO3MOXXHbIX OTKa30B

= (CBOeBpeMeHHO Npon3BoauTe 3aMeHy obopyaoBaHus,
KOTopoe DorsiblLle He NPON3BOANTCHA U HE
nogaepXuBaeTcs, - 9TO 3HAYUTENBHO YMEHbLLUNT
BPEMSI BO3MOXHbIX MPOCTOEB



Bonpockl u OTBeThLI



Mbl xoTenu Obl y3HaTb Balwe MHeHue

lNMoxanyucra,
3anosfIHUTE aHKeTy




NIr
CISCO



