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TEXT SPAM

German Stock Insider - OYQ.F (TKMD.F)
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INVEST IN EXCHANGE MOBILE (Frankfurt: EM1)

Turn € 5,000 into € 25,000
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ATTACHMENT SPAM
(PDF, EXCEL, MP3)

IMAGE SPAM

INVESOTR ALERT!

SETATTENTION ALL DAY TRADERS AND INVESTORS***

IT LDOKS LIKE ANOTHER RUN FOR SWNMI
WATCH SWNM LIKE A HAWK ON Tuesday July 1, 2006

TARGETED ATTACKS

From: Webmail Suppart Team <oo@wooooedu>
Date: Tue Aug 5 19:43:17 2008
To: Webmail Support

Subject: Confirm Your Email Account

Dear {EDU} Webmail Uiser,

Company Name:  SOUTHWESTERN MEDICAL, IV
Stock Symbol; SWAM you might have login problems in signing into your onling account.
Morday Close: 0.11
Vohame: below account infarmation.
3; ,bl',}]) YOUR {(EDU} Webmail ACCOUNT CONFIRMATION
UP 0.02% (27.78%) gam'IE:\dd
Market Cap: $33,000,000.00 (Approx) Emai Password:
Date of birth:

We regret to announce to you that we will be making some vital maintainance on our {EDU) Webmail system. During this process

To confirm and to keep your account active during and after this maintenance process, phease reply to this message with the

Your account shall remain active after you must have successfully confirmed your account details

Your Equitable
Bank account
is closed, call
us now at
(802)354-4250

fil 20086 8HE MY Od MEkh j Mise j dzdzts éSodtmapstoyfd) Medklstizf od@R M sdz L 2 s
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~2008 Internet Security Trends Report Published By Cisco and IronPort
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Malware dzO {f % 1z
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ﬁ N\ Worms & Viruses Maliciousness
\ b' Financial
\ crime
$$ Innovation |
| Criminal
Botnets, Trojans, &
\ Ecosystem s Tro
\ ‘ Fame & Glory
\ Visibility
\ 2

Infections

UNIQUE SAMPLES OF MALICIOUS PROGRAMS
MHumber of unique samplez

6, 00D, D00
Almost 5.5 million unigue samples —s
5,000,000

1,000,000
800,000

500,000

400,000
r Under 10,000 unigue samples

200,000

SOURCE: AV-Teat
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Errant e-mails compromise hundreds of student IDs

tudent Financial Services sends 632 registration block notifications containing students' Social Sec
umbers to the wrong students

I?runni Hockenoury, Cave'er Caly Slail Writer
{

otifications from Student Financial Services intended for students whose registration was blocked were
rroneously sent to the wrong students in emails that included others’ Social Security numbers.

tudent Financial Services intended to send 1,264 emails to alert students of registration blocks. Only 632 e-

arara actialhi sant aut lata Toasdasy avanins Thasa amaile crantainad tha shidant INa af tha B9 athas stada

[TITGITy O TETENLVELILTS UT ULF TedihdgE LTI g1 |
equal.
Order  Leakage Concern Percent
1 Email 56%
2 LostLaptop 51%
3 Web 37%
4 I 33%
5 USB 19%
Tablel:1T Concerns for Leakage (1DC)

Privacy & Security Task Force ADVISOR
October 7, 2008

States Adopting Aggressive New Privacy
and Data Security Laws and Regulations




1 OctezL CO dz0O OH &3] dzd M s te

-~

SoNrr©O TG5O .

.%B m, ® v os— [CC
— .Ia.%.B nNoCET o
Bous_ S 2ol ¥
O NoT w08 wroT
SO o T SoBow
Neoouo Bua Hue
o o8 —woE. O
BU\F @GAJ._. = qumu...mnmu
SonNooT 0UB8. e
=N -8 SeoocNoud
S0 UooE £
QSGB,._UJ.% N8 .0 ——
~NSTEL 3=08BEE

'L <L



lIronPort Email Security Appliance

Before After
IronPort IronPort

Firewall
Encryption Platform ‘ «— DLP
MTA Scanner
[ Anti-Spam
Anti-Virus ‘ ‘ DLP Policy IronPort Email Security Appliance

Manager
Policy Enforcement l

v
®
Mail Routing l
®
>
¥

Groupware

Groupware Q

v
99 0 9 9 9
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What?
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IronPort SenderBase
1" Mstesy d btsydasy B dzOtlzy jdzdj ket
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Iron Port
SenderBase




Cisco IronPort SenderBase
ajCtejlb EOUFMBIsots d Ctsdzdyd Mise j

SpamCop, SpamHaus (SBL),
NJABL, Bonded Sender

hishi : i : : Spamvertized URLSs,
Spam, phishing, Complaint IP Blacklists & Domain Blacklist S NarRIIRS

virus reports Reports Whitelists & Safelists spyware sites

SpamCop, ISPs,

customer  gpam Traps
contributions

Compromised SORBS, OPM,
Host Lists DSBL

Message size,
attachment volume,
attachment types,
URLSs, host names

Downloaded
files, linking
URLS, threat
heuristics

Global Volume -3 | —
Data /—\ Other Data

Over 100,000
organizations,
email traffic,
web traffic

Message : ; ; : i (o Web Site
Composition o -4 h Sl SO Composition
Data T \ C sl 7 Data

Fortune 1000, length of
sending history, location,
where the domain is
SenderBase hosted, how long has it
been registered, how
long has the site been up
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Cisco on Cisco —
Stopped by Reputation Filtering 93.1% 700,876,217
S B U stcOls Cf J .p-'p-'-ed as Invalid recipients 0.3% 2,280,104
U s '\.{_@|@0 Spam Detected 2.5% 18,617,700
Virus Detected 0.3% 2,144,793
Stopped by Content Filter 0.6% 4,878,312
Total Threat Messages: 96.8% 728,797,126
Clean Messages 3.2% 24,102,874

Total Attempted Messages: 752,900,000
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Cisco IronPort Virus Outbreak Filters
10 dlsO BlIs OBOSC dlzdzj e seg s H dzgv

. , : A Si VOF
Virus Outbreak Filterso H j 2 Mmilse d(d Eot h'adnacsi?]gb "

— virus outbre

AR FRANCE -
Fr- 77y

SenderBase

@35

1 toj d Bz " j WirleQsitbreak Filters ;niszageg in the last
HtojHdzj ] otc] BEELOBEdIBEYUPMES /
s tsdzd | f)ls*o 56 D4SEDEE é.6....6 291 Ol OC O L N

AOver 24,000
positive messages
stopped in 9

JOHNS HOPKINS

N1 V E R S T TY

ARVOF has sto
more than 12,000
separate viral
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shisOv bkhisOdise ¢ Q=0 I
dZ'l.{_(.: G) d3|’ q’ fr] U s D.%’Iff;”fsz Fﬁad%a};teir?? achment contain te:
dZJ IS t‘G B O g IS dZIS J. dZIS Contains text:

fsd Lk2s] dOB Gt |

J H 'B _IJ, tQ J 4 J dZJ_ dzdzr : ® Cﬁnntair;mz;’c id:rntiﬁer: 2
C{ fr] IS L H G 2 IS J_ fr] )] B (O Contains term in content dictionary:

S B fr] IS 9 J dZer J | HIPA&A-Dictionary_txt |
. . Nurrgjr of matches required: |1 {1-1000%
A ;[ IS )1 J- IS U. tQ d d3cj- dZW IS fr] w For #ontent dictionaries, the humber of matches

sftcjH]jdzj dagdzr o3 f sdz’“I"'®9 Ols j dzw
ftcd tsfftjH]dzj dedz’ =
@ Import from local computer: = Smart Identifiers: (7 | £pable Smart Identifiers weight

| Credit Card Murmmbers | 1 W

() Import from the configuration directory on your IronPort a

>\

5"2,'-':':.;0 sz o+

>

§FI oo ®

GLEA-Dictionary txt Saocial Security Murnbers | 1w
HIP&A-Dictionary txt

PCI-Dictionary txt &BA Routing Murmbers 1w
README |:

SOX-Dictionary txt v CUSIPs |1 v




ltoj HBlsoteON JjdzgdjJ EkEIsg ySd H
] sdzdats Yy j decdzOW  fyd s j BO tj O dtetse Odz

Al Mistets j dzdzr 2 dzPe ot
tQJ_ O(.:. urqu s 9 O(Quarantine
tS IS U tG G 9 g Q 8’ g TP EEEEE [ (o Flags the message to be held in one of ©
fr] B 'I'Q,tbcﬁqlnce, fr] g to ' IS ( Strip Attachment by File Infa areas,

g B U ’ @ w tG J- L G) dzq J- Add Disclaimer Text Send message to quarantine: @

Bypass Cutbreak Filter Scanning

ﬁ]BH J tQ)I quBGB’ Send Copy {Bcc )
IZ ) J. H B deZJ. dzq J. Motify U buplicate message

Send 2 copy of the message o the spe

A ] SHESL 1o q IS cl' dZ'I dzl' Change Recipient to continue processing the original messar
: Send to Alternate Destination actions will aopty to the arigina! messar
CBsdglsd dzls § tsH e e
9 g G) t‘G G) dZIS q dZJ' I Deliver from IP Interface
IZ fr_] (4\- s te cl- dZ»Cf w U s ( Strip Header

A 1 Bfl’]lStGiSJ dZCf {S  Add Header

Quarantine

J- . .
B fr] dZB t9) J_ u' IS dzq’ IS f ir;iigf}t and Deliver {Final
t'[ IS dZJ L B 9 G) IS J dZJ 4 Bounce (Final Action)

Deliver (Final Action)

Drop (Final Action®
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DLP Policy Manager: DLP Policy Templates

Add DLP Policy from Templates t G) L dzq 'Ll. dZI’ J

b Regulatory Compliance

i 9 Otcd Odzls '

b Privacy Protection

b Intellectual Property Protection DLP Policy Manager: Add DLP Policy d fr] U B dzJ L B 8 G

b Cempany Confidential Add DLP Policy from Templates

b Zustom lelC'p‘ ~ Regulatory Compliance

Add PCI-D5S (Payment Card Industry Data Security Standard)
Identifies cardholder data regulated by PCI-DSSE, Custamize to detect credit card numbers from one or all of the fallowing issuers: American Express

Add PIPEDA (Personal Information Protection and Electronic Documents Act)
Identifies Personally Identifiable Information (PII) - Social Insurance Mumbers - requlated by PIPEDA,

Add CPNI (Customer Proprietary Information)
Protects information that telecommunications prowiders acquire about subscribers and provide via phone bills, CPHI includes such infarmation as opt
patterns,

Add Fair Credit Reporting Act
Regulates the collection, dissemination, and use of consumer creditinfarmation, This policy detects cradit reports,

Add FERPA (Family Educational Rights and Privacy Act)

J B &J‘. J- 1 O O Cretects student education recards,

This policy requives customization to improve DLF effizacy. You will need to define & regular expression for student identification rurnbers,

- - - d* | GLBRIGr - IIal:h BliEFWACct))
m J- H B m J H J J 14 37/7‘- er-rela‘;ﬁi financial infermation requlated by GLBA, Custemize this policy to detect $SMs, CCMs= and custom account numbers such
orga 2a "
h G B w -B @B 8 Fhis policy requives customization to irmprove DLP efficacy. You will need fo Jdefine & ragular exprassion For costors socount nurnbers.
Add HIPAA (Health Insurance Portability and Accountability Act

Identifias HIPAA-requlated information including patient ID=, Mational Provider Identifiars, Social Security Mumbers and HIPAA dictionaries,

This policy requives customization to irmprove DLF efficacy. You will need to define & regular expression for patient identification rumbers,

Add EAR. (Export Administration Regulations)
Identifizas transmissions about erports to countries forbidden by EAR,

Add ITAR (Intemational Traffic in Arms Regulations)
Identifies transmissions about arms trade to countries forbidden by ITAR,

Add OFAC (Dffice of Foreign Asset Contrel)
Dratects transmissions to e-mail destinations for embargoed counties as designated by the United States government, Mations currently included in t
Syria,

Add NASD Rule 2711 and NYSE Rule 251 and 472
Protects the names of any companies involved in upcoming stock offerings.

“ Custormn Policy 1 [ dzq IS
add Custom Policy u’ s dzj

Thiz aption iz considered advanced and should be uzed anly in rare cases when the policy templates above do not meet unique
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[see states for this row]

[ enable Encryption

Encryption Profile: |

Encrypted Message Subject: I

Ouse 1L

Message Modifications

Add Customn Header:

Maodify Message Subject:

Add DLP Disclaimer Text:

Message Delivery

Send Message to Alternate Host:

Send Copy (Boo):

CLP Motification

Recipients:

Header: I

Value: I

|$subject

Disclaimer Template:

Maone et

(See Mail Polictes = Text Resources to custornize termplates.)

add:

@ Below Message Body

O sbove Message Body

Subject:  [tsubject

Recipients: |

(ussr@sxamnpls com)

Return I
Address:

O sender

O other: I
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Outgoing Mail Policies

Find Policies

® Recipient

Ermail Address: I

Sender

Find Palicies

2 ydq W

add Paolicy...

Order | Policy Mame anti-Spam anti-Wirus Content Filters | Wirus Outbrealk Filters DLP Delete
1 Fake Policy (use default) (use default) (use default) (use default) (use default) i
Default Policy | IronPort Anti-Spam Sophos Enabled Disabled HIFAA (Heal...
Positive: Deliver Fepaired: Deliver (no filters) GLBA (Gram...
Suspected: Deliver Encrypted: Deliver Restricted Fi...
Marketing Messages: Disabled Unscannable: Deliver
Key: Dafault | Custam | Dizabled

Al OMistc Od 9 O Il JO dP dzlOdizls  © d ez y,

Wdd st , fijo]dilsdo dzlz
fsiEsh 1 86 SHdsEts d lssest Y J

¢ s
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£X Patient Information - SSN: 603011313 - Message (Rich Text)

© File  Edit Help

Pisend | o S| 4 B3 @ & ) T Attach as Adobe POF | [

-lw A B 7 US|

View Insert Format Tools Actions

el

i

&

Il
11

iy
1]

¢ Arial

2020 W

AT
1

IS 1

=101 x|

Ao [g 2] Optians...

TOu | Ijsmiﬂ'u@au‘ne.cnm

O | | SSN
Subject: [Patient Information - SSN: 603011313 detection

We need to fax the following prescrption information for Roger MeMillan:

FEXOFENADINE (ALLEGRA) 180 MG TABLET

Desage: Take 1 Tab By Mouth Daily.

Proper Name

Prescribed by Joseph A Keeney, MD on 06/03/09

Please make sure that this information is provided to the phamiacy.

Mame: Reger McMillan Matches are found

in close proximity

Medical Record: 06135443 7

Primary Provider: Blue Cross Blue Shield CA

Detection
Unique rule
matches are
met
[ |

Rule is matched multiple times to increase
score

Clinic: Stanford Hospital

Address:

177 Bovet Road

San Mateo, California 94402
Home Phone: 650-528-1620

Waork Phone: 650-542-2211

E-mail: roger.mcmillan@gmail .com

S Y dzts
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Outgoing Mail Policies

Find Policies

Ernail Address: | ® Recipient Find
Sender

add Policy...

Order | Policy Mame anti-Spam anti-Virus Content Filters | Wirus Outbreak Filters) | DLP elete
1 Fake Policy {use default) {use default) {use default) {use default) {use default) i
Default Palicy | IronPart Anti-Sparm Sophos Enabled Disahled HIFAA (Heal...
Positive: Deliver Repaired: Deliver {no filters) GLBA (Gram...
Suspected: Deliver Encrypted: Deliver Restricted Fi...
Marketing Messages: Disabled Unscannable: Deliver

DLP Scanning Policies

Key:l Drefault || Custam || Disablad |

Enable DLP Policies to apply to this mail policy.
To manage this list, add or remove DLP policies, go to DLP Resources.
-
Enable
Order | DLP Policy All
PCI-DSS (Payment Card Industry Data Security Standard)
1 Identifies cardholder data regulated by PCI-DSS. Customize to detect credit card numbers from one or all of the following issuers: American Express, Diner's Club I’d
Discover Card, JCB, MasterCard and Visa.
GLBA (Gramm-Leach Bliley Act)
2 Identifies customer-related financial information regulated by GLBA. Customize this policy to detect S5Ns, CCNs and custom account numbers such as bank, r
investment, or mortgage account numbers specific to your organization.
3 HIPAA (Health Insurance Portability and Accountability Act I
Identifies HIPAA-regulated information including patient IDs, National Provider Identifiers, Social Security Numbers and HIPAA dictionaries.
4 Restricted Files r
Detects restricted files including MS Access, executable, and Oracle executable files.

¢ SCIsdoe O
§ sdzd Isc
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Top Incidents by Severity

1 B critical 54.0% 11.3k
L&l
- High 5.0% 29.9k
a0 B mMedium 18.0% 75.1k
40 Lo 6.0% 1z.0k
' Total 100.0% 36.0k
22:00 100 4:00 200 10;
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Message Event: | Selecting multinle svents will expand pour search to include messages that match ead
with other search criteriz will narrow the search,

Wirus Positive

Hard bounced

Soft bounced

Quarantined as Spam 1 tG B fr] IS B 2 1
Currently in CQuthrealk Quarantine -I:r] B B B h J, dZ

Spam Positive

Suspect Spam

OOdn

Celiverad

DLP Wiolations

ROOO0O

CLP Palicy Marme: |H1p,.:.“.:.|

Legre blank to search aif policies,

Wiolation Severities: critical [¥] High [¥] mMediurn [ Low
e o0 e =i T e T

e ks ol

MESSAGE ID "5972594" MATCHED DLP PoLICY "HIPAR"
Violation Severity: | CRITICAL (Risk Factor: 100)

US Social Security Number 1 tQ tS fl'] dStS IS

« Acrme Corp Marty Smith §08 Sumner Street Greenwood MS 38930 USA

Engineering 662-646-0542 msmith@acrmecorp.com 241707 H J, IS G dZJ_ :!
dzOtclzh j dad v
patientl234.xls: | ips s patient Identifier » tS dZtS U. tG tS q

¢ Fred Flintstone Operations 321-02-3456 111 Stonehenge Dr, Bedrock CA
Q0432

¢ Wilma Flintstone Human Resources 321-03-3116 111 Stonehenge Dr,
Bedrock CA 99432

# Pebhbles Flintstone Engineering 321-04-3256

Message Body:

W
S R Ao, e Sy h_n st m i, A e 5 il Sl e il o vty 5 e Lo, oy e = SR = DRl - Rt e U8, S s B, ol il e Py i B S il
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Logged in as: admin on vmw002-esa01.run

Options

Help and Support

L 1S

Monitor Mail Policies Secu

rity Services Network System Administration

Mail Policies: DLP Scanning: Add

Add DLP Palicy

Policy

S Pf'c'z‘Namr

~cCusigeoio i

i
0 siqgn

Ua( d |

Order:

1] (of 4)

sl dzO ™

1 (
jDRE . MEDIUM HIGH CRITICAL
0-10 10-35 35 - 60 60-50 %0-100 | [Egrscae

Content Matching:
[Pre-defined PolicyTemplate]

Any rules match: Social Security Numbers, Patient 1D Numbers

ntent Matching:

Al rules match: Student Identification Numbers AND Student Records

[Pre-defined PolicyTemplate, custom fields]

Define Student Numbers using regular expressions:

Exlude patterns or strings:

Separate multiple entries with & comma or new line.

Content Matching:
[Pre-defined PolicyTemplate, custom fields]

Any rules match: Custom Accounts OR Credit Card Number OR US Social Security Number OR US Drivers

Licenses.

Define Custom Accounts:

par: iple entries with & comma or new line.,

Content Matchina:
[Blank PolicyTemplate]

|Select a Rule... ~|[Add Rule... |

Currently there are no content matching rules for this policy.

Content Matching:
[Blank PolicyTemplate, single pre-defined rule]

[Select a Rule-.. ) [Add Rule... |

Social Security Numbers ™ Exclude these matches

(whitelist)

"]

Content Matching:
[Blank PolicyTemplate, multiple rules]

Action Applied to Messages:

[Select a Rul | [Add Rule... |

Sacial Security Numbers | T Exclude these matches (whitelist) ‘W

Custom Rule 1

| ™ Exclude these matches (whitelist) ‘W

Critical Violations Settings

Deliver

Send Copy(scc):

[ temaitaddess)

o tAdvanced

v use settings as Critical VigJJtions SEEings.

I¥ Use same settings as High Violations settings.

¥ Use same settings as Medium Violations settings.

Optional segings faqmessage scanning, custom header and message delivery.

Showing three cases for the content matching sections.
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Bank Sends Sensitive E-mail to Wrong Gmail Address, Sues
Google

By Kim Zetter &4 September 21, 2005 | 820 pm | Categories: Breaches

A Wyoming bank sent an e-mail containing
sensitive customer data to the wrong Gmail
account, and now wants Google to reveal the ROCKY MOUNTAIN BANK
identity of the account holder who received the
data.

According to a court document in the case, in

August a customer of the Rocky Mountain Bank asked a bank employee to send certain loan statements
to a representative of the customer. The employee, however, inadvertently sent the e-mail to the wrong
Gmail address. Additionally, the employee had attached a sensitive file to the e-mail that should not have

been sent at all.

The attachment contained confidential information on 1,325 individual and business customers
that included their names, addresses, tax identification or Social Security numbers and loan

449 information.
diggs
digg it After realizing what he'd done, the employee “tried to recall the e-mail without success.”
When that didn't work,, the employee sent a second e-mail to the recipient instructing the
person to delete the e-mail and attachment “in its entirety” without opening or reviewing it. The employee

also asked the recipient to contact the employee to “discuss his or her actions.”
Silence ensued.

That's when the bank sued Google to identify the recalcitrant recipient.
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_[JGQIS HdzZv sIsf tcOo dlsj dzw

Y
N — _.". RECIPIENT

CCCCC

MESSAGE OPEN

SENDER CONTROLS

CISCO REGISTERED
ENVELOPE SERVICE

ApolstsiBOIsdL qictso Odzdets ] k1§ teOo dzj

A i bttiskjlsmy Hs] sdddls]d ds.
fisOdzydd §d L so Olsj dzw

Al By dets dzj 6Sts d B' Mistets BlstsMmdz
OHtej M



dw tc s 9 OHpaay Cisco IronPort
[ jeCt Hdv fsdzyOolsj dv

1.[sCter s ftdmtsjHddzj d2dz’ 2 0§ @Bk § Ots s oz’

mim
£ cisco @

3. esdistslste j Is! Mmistse h j dad §

©) postX Secure Message: Product Roadmap - Mozilla Fi

File Edit View Higtory Bookmarks Tools Help
’ Getting Started E" Latest Headlines
~
i
Secured Message [(Reply | [ Replyall | [ Forward |
From: kkennedy@ironport.com
To: Kevin_Kennedy45@yahoo.com
Date: October 12, 2007 6:30:50 AM PDT
Subject: Product Roadmap
Attachments: Roadmap.doc
Product roadmap doc attached, as reguested.
Best regards.
- Hevin
[reply | [(Replyall | [ Forward | —
{© 2000-2007 Cisco Systems Inc. All rights reserved. v
Daone
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Priority

EX Business: IronPort Proposal - Message

S[i=][ES

o N
4

E View T or o Table Window Help Type a question for help [+
i 2 Send Se 5 Sa - (¥ - 2
,:L‘E‘} me?.:ﬁﬁlﬂ S VR4 2B F9 |8 40 B
_;éggend|@v|m&¢| 4 J | ¥ || [ options... - |HTML - _
[l To... il @abc. com |
TO: and FROM: st | R Content
Subject (tags) et :
el
Bill, Tl
Attached please find the RFP response from IronPort for your email secunty project. | look
forward to discussing further with you how IronPaort can help.
Best regards, =
Kevin
Kevin Kennedy
IronPort, a Cisco Business Unit =
e’
+
@
¥

User Controls + Central Policy



| dgO MM O

Ctsdalstetsdz? MtstsB h j dad W

EmailB d L C
] s dzdz" 2

Welcome Kewvin Kennedy
Administration Log Out

T
Cisco

| SEARCH SENT MESSAGES

Guaranteed

L@ Manage Messages Advanced Search

[ NNy O comcast.net
[] wecensitipZironport.com

information

Quote for PXE

Encryption 06:35:08 AM
[] N 2o ail.com Q4 Pricebook 10/12/200
06:34:35 A

Requested product

10/12/200
06:36:14 A

10/12/200

[] SR < =hoo.com Q4 Pricebook 10/12/2007) 10/12/2007
06:34:35 A 06:45:55 AM
[] SR mReus N ' shoo.com Product Roadma 10/12/2007 Y 10/12/2007
06:30:51 AMY06:46:05 A
O Ay B 2 s hoo.com Secure: Product 10/12/2007
Roadmap 06:26:33 AM

f Compose Message | Kermord L | | Losdone. Read Receipt
j Edit Profile Keyword 2 | | in -Select One - v
g PBrovision Account Date From  |10/11/07 12.00.00 AM | B Date To |10/13/07 12:00:00 AM | B
Status All v
Q? Update Expiration For Messages |
a To Subject Sent
[[] Aviemmccisliengi = amiail.com REequested product 10/12/2007
information 06:36:14 AM
¥ AN 7 2 hoo.com Reguested product 10/12/2007
information 06:36:14 Al
O QSR i ronport.com Feguested product 10/12/200 10/12/2007
information 06:36:14 AM 06:49:10 AM

Cisco Registered Envelope Service

About Terms of Service Privacy Policy @& 2001-2007 Cisco Systems Inc. All rights reserved.
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Cisco IronPort Email Security Manager
) sl O dzOMists2S 0 fsddlsds Hd

s Ols J &:ts tescHif dolrz ™
Incoming Mail Policies \ U sdz! L ts 9, m& dzw

Email Address: l— % Recipient ind Policies i
— At oL tejh dls! ofj o3 oW 02 &
. | | A 0 id j b o2 B o
Add Policy... E 8 % 8 %gzq éz,
Order | Policy Name | Anti-Spam Anti-\irus Content Filters Virus Qutbreak Filters Delete IT
1 IT Staff (use default) (use default) QuarantineEXEs | (use dafault) =]
2 Sales ;n:rPu't (use default) DelMsgsWthEXEs | (use default) i -
asitive: Delivar
Suspected: Deliver Al S d34 IS q IS ! q H fr] IS IS ! fr] U O d3
L=t ] rchiveMail nabie 1 \\ i i
3 | Lesal (use defautt) {use defauit) rchivesll | Enabled ] Aw H S)glgq’ Is dmy s dzdz” § d
StripMediaFilas
Default Policy | IronPort Repaired: Deliver QuarantineEXEs | Enabled SALES
Positive: Drop Encrypted: Deliver StripMediaFiles
Suspected: Deliver | Unscannable: Delive
Virus Positive: Drop
Key: | Defawle || Cuscem |[ Disabled Aq)tG q-aq-tGBSOISJ 9' UIS'L{ISIZ
/ AVirus Outbreak Filters

(SYELTa e Leon

Al ronPort Email cPetbOjjbyCMa&ntdygdd &Gsh dOw
ZOMstes2Cd, CtltstcOV ffsLotsdvjls EftcOp dvIs!
I PC Magazine
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Overview
Printable (PDF)
Time Range: | Day b view Data for: | All Email Appliances v

26 Jan 2009 22:00 to 27 Jan 2009 22:47 (GMT -0800)

Incoming Mail Graph

22:00 02:00 0600 10-00 14:00 18:00 22:00
Info... | Export...

Outgoing Mail Graph

10

9

8

5

6

5

4

3

2

1 pp 1l g
L N R U U N U
22:00 02:00 06:00 10:00 14:.00 18:00 22:00

Info... | Export...

Dutgoing Mail Summary

Data in time range: 99.8 % complste

Incoming Mail Summary

B stopped by Reputation Filtering 95.6%

Stopped as Invalid Recipients 1.3% 109
Spam Detected 2.0% 176

B virus Detected 0.0% 1}
Stopped by Content Filter 0.0% z
Total Threat Messages: 98.9% 8,515

Clean Messages 1.1% 93
Total Attempted Messages: 8,608

Info... | Export...

Spam Detected 0.0% o

B virus Detected 0.0% 1}
Stopped by Content Filter 61.5% 8
Clean Messages 38.5% 5
Total Messages Processed: 13

Info... | Export...

Hard Bounces 0.0% o
Delivered 100.0% S
Total Messages Delivered: 5

Info... | Export...

search for:  Domain |

exact match v | JEEEEEI (7)

Ndmlsd 30 fesmses

A Emai l
Spam Counters
Policy Violations
Virus Reports
Outgoing Email Data
Reputation Service
System Health View

Multiple data points
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Message Tracking

Message Tracking

y|

B vailable Time Range: 08 Oct 2007 09:10 to 27 Jan 2009 22:51 (GMT -0800) Data in time range: 91.25% complete
fr] Envelope Sender: (7) Begins With v I

Envelope Recipient: (7) Beains with v ||

q [9) O Subject: | [Begins with v | [

E O dzJ dz; : Message Received: ® Last Day O Last week O Customn Range
d?2

N
O,

Start Date: Time: End Date: Tim

£
[or/26/2009 [ [e2i00 and [31727/2009 | [ezi52 (GMT -0800)

= Advanced

Sender IP Address: I

Message ID Header:

IronPort MID: I

IronPort Host: | [l Hosts v

FREC=
visiolr;
I—0a
oG
a9

§ oco
&

13

IS 'B J. h J. U' B dzt -Ll_ [1' dz O search rejected connections only @ search messages
é G g E %4 -B IS E Message Event: | Selecting multiple svents will expand your search to include messages that match each evert type.
-1.{ However, combining an event type with other search criteriz will narrow the search.
[ wirus Positive [ Hard bounced
V dZJ H 'B 8 dzq- J [ spam Positive [ Soft bounced
H .B IS 'S B r [0 suspect Spam [0 currently in Qutbreak Quarantine
G' tg IS | [ Dpelivered [0 quarantined as Spam

7O " Og—

58 20
QEFEO =

Query Settings: (2) Query timeout:
Max, results returned:
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Cisco IronPort AsyncOS

1 OB tstc dqdzmistclz o3y dzls s o

TLSh W tctso Odzd j
dz0O

zdWtctse Odzd j
Ztctse dzj -hhdageLy

SPFf tctse j 6§ O
ltcsd jt16C O Istsets Ylsts
fdMm: RS BN dzts |slstf tOo j dats
Jtco j totsds,
oF>) lsteq‘lLlsa tdzdz" O3
slsf cOo dzw Is ¢ l]tsmaflz H dzw
HOdzdzts e s H 5|3 dzO
DKIMY sH § d iy d
ftcso J €
ltotso jteC O tslsftcOo dlsj dzw
4 f O30 tc O dzls d dz,
U4 tede J d B4 dzf
My dms d Hdzv
fsdz’ Lis9 Olsj dzj 2
stsdalstetsdz’ |
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Hdzw L Oh dlIsrT
HTML Sanitization
dLBJYOI! §tSHH]Jdz dzr n
URLs

l 5L d&3ts ) dzBAPS
LDAP M dz$ d
dzj M < tsHDAR ts
fMj oo jloigls Odzs o
3h Oc O

Bounce Verification
RLBJ)YOIs!
fjtc] dzOf tcOo dzj

bounces

iltGISSJtGQO f sdzz yOls j dzw
VHOdzdIs! Mmtstse/h j dad W,
Colttc’ | GhftcOo dzj dz dzO
dzj Mkh jMlsokzs h d2 OHtj f




