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Áɽʞʝʜʥʝʚʥʳʝ ʦʙʲʝʤʳ ʩʧʘʤʘ 
ʫʜʚʘʠʚʘʶʪʩʷ ʢʘʞʜʳʡ ʛʦʜ

Áɹʦʣʝʝ 200 ʤʣʨʜ. ʩʧʘʤ-ʩʦʦʙʱʝʥʠʡ 
ʚ ʜʝʥʴ! 

ɹʦʣʴʰʝ ʩʧʘʤʘ

ɹʦʣʴʰʝ ʩʧʘʤʝʨʦʚ
Áɹʦʣʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ ʩʧʘʤʝʨʦʚ 
ʨʘʩʩʳʣʘʶʪ ʩʧʘʤ ʩ ʧʦʤʦʱʴʶ 
ʙʦʪʥʝʪʦʚ

Áʋʚʝʣʠʯʠʚʘʝʪʩʷ ʩʣʦʞʥʦʩʪʴ malware

Average Daily Spam Volume

Source:  Cisco Threat Operations Center
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Email. ʋʛʨʦʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ
ɹʦʣʴʰʝ ʩʧʘʤʘ, ʙʦʣʴʰʝ ʩʧʘʤʝʨʦʚ
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TEXT SPAM ATTACHMENT SPAM 

(PDF, EXCEL, MP3)

ñɺ 2008 ʛʦʜʫ ʩʧʘʤ ʩʫʱʝʩʪʚʝʥʥʦ ʵʚʦʣʶʮʠʦʥʠʨʦʚʘʣéʢʠʙʝʨʧʝʨʩʪʫʧʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʢʦʨʦʪʢʠʝ 
ʬʠʰʠʥʛʦʚʳʝ ʢʘʤʧʘʥʠʠ ʥʘʮʝʣʝʥʥʳʝ ʥʘ ʦʧʨʝʜʝʣʝʥʥʳʝ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ 

ʙʦʣʴʰʝʛʦ ʵʬʬʝʢʪʘò

- 2008 Internet Security Trends Report Published By Cisco and IronPort

TARGETED ATTACKS 

Your Equitable 

Bank account 

is closed, call 

us now at 

(802)354-4250

Your Equitable 

Bank account 

is closed, call 

us now at 

(802)354-4250

IMAGE SPAM

ʉʧʘʤ ʫʩʣʦʞʥʷʝʪʩʷ
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Malware ʥʘ ʧʦʜʲʸʤʝ
Email ïʦʩʥʦʚʥʘʷ ʩʨʝʜʘ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ
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ʋʚʝʣʠʯʠʚʘʝʪʩʷ ʢʦʣʠʯʝʩʪʚʦ ʦʪʯʝʪʦʚ, 
ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʱʠʭ ʦʙ ʫʪʝʯʢʝ ʜʘʥʳʭ

ʆʩʥʦʚʥʘʷ ʩʨʝʜʘ, ʯʝʨʝʟ ʢʦʪʦʨʫʶ 
ʧʨʦʠʩʭʦʜʠʪ ʫʪʝʯʢʘ -- email

ʅʦʚʳʝ ʟʘʢʦʥʳ ʚʳʜʚʠʛʘʶʪ ʥʦʚʳʝ 
ʪʨʝʙʦʚʘʥʠʷ

ʋʪʝʯʢʘ ʜʘʥʥʳʭ ïʝʱʝ ʦʜʥʘ ʧʨʦʙʣʝʤʘ



É 2009 Cisco Systems, Inc. All rights reserved.Cisco Public 6

ÁGlobal visibility required to preempt damage

ÁInsufficient protection leaves gaps in coverage

Risks Maturing Faster Than Expertise 

Áʈʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʫʛʨʦʟ 
ʫʚʝʣʠʯʠʚʘʝʪ ʦʙʲʝʤ 
ʨʘʙʦʪʳ ʠ ʪʨʝʙʫʝʪ 
ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 
ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʭ 
ʟʥʘʥʠʡ

Áʉʦʢʨʘʱʝʥʠʝ ʙʶʜʞʝʪʘ 
ʧʨʠʚʦʜʠʪ ʢ ʪʦʤʫ, ʯʪʦ 
ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʝ 
ʨʝʩʫʨʩʳ çʨʘʩʧʳʣʷʶʪʩʷè 
ʥʘ ʚʳʧʦʣʥʝʥʠʝ 
ʥʝʩʢʦʣʴʢʠʭ 
ʥʝʩʦʚʤʝʩʪʠʤʳʭ ʟʘʜʘʯ

ʅʘʛʨʫʟʢʘ ʥʘ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ
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ɿʘʱʠʪʘ ʦʪ 

ʩʧʘʤʘ

ɿʘʱʠʪʘ ʦʪ 

ʚʠʨʫʩʦʚ

ʇʣʘʪʬʦʨʤʘ EMAIL 

CISCO IRONPORT ASYNCOSÊ

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ 

ʫʪʝʯʢʠ ʜʘʥʥʳʭ

ɹʝʟʦʧʘʩʥʳʡ 

ʦʙʤʝʥ 

ʩʦʦʙʱʝʥʠʷʤʠ

ɹʝʟʦʧʘʩʥʦʩʪʴ 

ʚʭʦʜʷʱʠʭ ʩʦʦʙʱʝʥʠʡ

ʂʦʥʪʨʦʣʴ ʠʩʭʦʜʷʱʠʭ 

ʩʦʦʙʱʝʥʠʡ
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ʉʧʘʤ ʙʣʦʢʠʨʫʝʪʩʷ 
ʧʝʨʝʜ ʪʝʤ, ʢʘʢ ʦʥ 
ʚʦʡʜʝʪ ʚ ʩʝʪʴ

ʋʨʦʚʝʥʴ
ʦʙʥʘʨʫʞʝʥʠʷ>99%
ʂʦʣʠʯʝʩʪʚʦ ʣʦʞʥʳʭ 

ʩʨʘʙʘʪʳʚʘʥʠʡ < 1 ʥʘ 1 ʤʣʥ 
ʚʭʦʜʷʱʠʭ ʩʦʦʙʱʝʥʠʡ

IronPort Anti-Spam
ʈʝʧʫʪʘʮʠʦʥʥʘʷ 

ʬʠʣʴʪʨʘʮʠʷ

SenderBase 
Who? How?

What?Where?

Verdict

ɸʥʪʠ-ʩʧʘʤ ʚ ʜʝʪʘʣʷʭ
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IronPort SenderBase
ɹʳʩʪʨʦʝ ʠ ʪʦʯʥʦʝ ʦʙʥʘʨʫʞʝʥʠʝ ʫʛʨʦʟ

IronPort 
SenderBase

ʇʚʳʞʝʡʦʞʦʦʴʢ ʙʦʙʤʡʠ Email & Web ʫʩʙʭʡʣʙ

IronPort C-ʩʝʨʠʷ
ɹʝʟʦʧʘʩʥʦʩʪʴ Email

IronPort S-ʩʝʨʠʷ
ɹʝʟʦʧʘʩʥʦʩʪʴWeb

+
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Global Volume

Data

Over 100,000 

organizations, 

email traffic, 

web traffic

Message

Composition

Data

Message size, 

attachment volume, 

attachment types, 

URLs, host names

Spam Traps

SpamCop, ISPs, 

customer 

contributions

IP Blacklists &

Whitelists

SpamCop, SpamHaus (SBL), 

NJABL, Bonded Sender

Compromised

Host Lists

Downloaded 

files, linking 

URLs, threat 

heuristics

SORBS, OPM, 

DSBL

Fortune 1000, length of 

sending history, location, 

where the domain is 

hosted, how long has it 

been registered, how 

long has the site been up

Complaint

Reports

Spam, phishing, 

virus reports

Spamvertized URLs, 

phishing URLs, 

spyware sites

Domain Blacklist

& Safelists

SenderBase

Other Data

Web Site

Composition

Data

Cisco IronPort SenderBase
ʉʝʢʨʝʪ ʫʩʧʝʭʘ -- ʢʘʯʝʩʪʚʦ ʠ ʢʦʣʠʯʝʩʪʚʝ ʜʘʥʥʳʭ 
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Å ʀʟʚʝʩʪʥʘʷ ʭʦʨʦʰʘʷ 
ʜʦʩʪʘʚʣʷʝʪʩʷ

Å ʇʦʜʦʟʨʠʪʝʣʴʥʘʷ 

ʦʛʨʘʥʠʯʠʚʘʝʪʩʷ ʠ 

ʧʨʦʚʝʨʷʝʪʩʷ ʥʘ ʩʧʘʤ

Å ʀʟʚʝʩʪʥʘʷ ʧʣʦʭʘʷ 

ʙʣʦʢʠʨʫʝʪʩʷ

IronPort 
ɸʥʪʠʩʧʘʤ

ɺʭʦʜʷʱʘʷ ʧʦʯʪʘ. 

ʍʦʨʦʰʘʷ, ʧʣʦʭʘʷ, 
ʥʝʦʧʨʝʜʝʣʝʥʥʘʷ 

ʧʦʯʪʘ

ʈʝʧʫʪʘʮʠʦʥʥʘʷ 
ʬʠʣʴʪʨʘʮʠʷ

Cisco on Cisco

ʂʦʨʧʦʨʘʪʠʚʥʘʷ 

ʧʦʯʪʘ Cisco

Message Category % Messages

Stopped by Reputation Filtering 93.1% 700,876,217

Stopped as Invalid recipients 0.3% 2,280,104

Spam Detected 2.5% 18,617,700

Virus Detected 0.3% 2,144,793

Stopped by Content Filter 0.6% 4,878,312

Total Threat Messages: 96.8% 728,797,126

Clean Messages 3.2% 24,102,874

Total Attempted Messages: 752,900,000

ʈʝʧʫʪʘʮʠʦʥʥʘʷ ʬʠʣʴʪʨʘʮʠʷ SenderBase
ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʫʛʨʦʟ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ
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ʂʪʦ? ʏʪʦ? 

ʂʘʢ?ʆʪʢʫʜʘ?

V ɹʦʪʥʝʪʳ

V ʉʧʘʤʤʝʨʩʢʠʝ ʩʝʪʠ

EMAIL ʈʝʧʫʪʘʮʠʷ

WEB ʈʝʧʫʪʘʮʠʷ

ʉʦʜʝʨʞʘʥʠʝ ʩʦʦʙʱʝʥʠʷ

ʉʪʨʫʢʪʫʨʘ ʩʦʦʙʱʝʥʠʷ

V Malware/ʌʠʰʠʥʛ

V ʂʦʨʦʪʢʠʝ ʩʧʘʤ-
ʧʠʩʴʤʘ ʩ URL

V ʉʧʘʤ ʚ ʠʟʦʙʨʘʞʝʥʠʷʭ

V ʉʧʘʤ ʩʦʟʜʘʥ ʩ 
ʧʦʤʦʱʴʶ 
ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʭ 
ʠʥʩʪʨʫʤʝʥʪʦʚ

V SMS Spam

V ʉʧʘʤ ʚ 
ʧʨʠʩʝʜʠʥʝʥʥʳʭ 
ʬʘʡʣʘʭ

ɸʥʪʠʩʧʘʤ Cisco IronPort
ʄʥʦʛʦʫʨʦʚʥʝʚʘʷ ʣʠʥʠʷ ʦʙʦʨʦʥʳ ʦʪ ʩʧʘʤʘ

ɺʝʨʜʠʢʪ
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Virus Outbreak Filters
ʄʝʭʘʥʠʟʤʳ 
ʘʥʪʠʚʠʨʫʩʦʚ

ɿʘʱʠʪʘ ʦʪ ʘʪʘʢ 

ʥʫʣʝʚʦʛʦ ʜʥʷ

ɼʦʧʦʣʥʷʶʱʠʝ ʜʨʫʛ 

ʜʨʫʛʘ ʘʥʪʠʚʠʨʫʩʳ

ʄʥʦʛʦʫʨʦʚʥʝʚʘʷ ʘʥʪʠʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ
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ʇʨʝʠʤʫʱʝʩʪʚʦ Virus Outbreak Filters

ʉʨʝʜʥʝʝ ʚʨʝʤʷ ʟʘʱʠʪʳ*ééééé..ʙʦʣʝʝ 13 ʯʘʩʦʚ

ʂʦʣʠʯʝʩʪʚʦ ʘʪʘʢ* éééééééé........é291 ʘʪʘʢʘ

ʆʙʱʝʝ ʚʨʝʤʷ ʟʘʱʠʪʳ*ééééé. ʙʦʣʝʝ 157 ʜʥʝʡ

ñVOF has stopped 
more than 12,000 
separate viral 
messages in the last 
yearò

ñSince VOF we have 
not had a single 
virus outbreak!ò

ñOver 24,000 virus 
positive messages 
stopped in 9 monthsò

Virus Outbreak Filters ʚ ʜʝʡʩʪʚʠʠ

INTERNET

ɼʠʥʘʤʠʯʝʩʢʠ

ʡ ʢʘʨʘʥʪʠʥ

ʌʠʣʴʪʨ ʚʠʨʫʩʦʚ

SenderBase

Cisco IronPort Virus Outbreak Filters
ɿʘʱʠʪʘ ʦʪ ʘʪʘʢ ʥʫʣʝʚʦʛʦ ʜʥʷ
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ʀʩʪʦʨʠʯʝʩʢʠʝ ʙʘʨʴʝʨʳ, ʧʨʝʧʷʪʩʪʚʫʶʱʠʝ 
ʚʥʝʜʨʝʥʶ ʩʠʩʪʝʤʳ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʫʪʝʯʝʢ

Áʅʠʟʢʘʷ ʪʦʯʥʦʩʪʴ

ɹʦʣʴʰʦ ʢʦʣʠʯʝʩʪʚʦ ʢʘʢ ʣʦʞʥʳʭ 
ʩʨʘʙʘʪʳʚʘʥʠʡ, ʪʘʢ ʠ 
ʥʝʩʨʘʙʘʪʳʚʘʥʠʡ

ʊʨʝʙʫʝʪʩʷ ʧʦʩʪʦʷʥʥʘʷ ʧʦʜʩʪʨʦʡʢʘ

Áʉʣʦʞʥʦʩʪʴ ʚ ʥʘʩʪʨʦʡʢʝ

ʉʣʦʞʥʘʷ ʠʥʪʝʛʨʘʮʠʷ

ʆʛʨʘʥʠʯʝʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʦʣʠʪʠʢ

Áɼʦʨʦʛʦʚʠʟʥʘ

ɺʳʩʦʢʘʷ ʩʪʦʠʤʦʩʪʴ ʚʥʝʜʨʝʥʠʷ

ʊʨʝʙʦʚʘʪʝʣʴʥʦʩʪʴ ʢ ʨʝʩʫʨʩʘʤ
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ʉʠʩʪʝʤʘ ʩʢʘʥʠʨʦʚʘʥʠʷ ʢʦʥʪʝʥʪʘ IronPort
ʇʨʦʩʪʘʷ ʫʩʪʘʥʦʚʢʘ

Áʇʨʦʩʪʘʷ ʫʩʪʘʥʦʚʢʘ ʚ ʪʨʠ 
ʱʝʣʯʢʘ ʤʳʰʠ ʩ ʧʦʤʦʱʴʶ 
ʬʠʣʴʪʨʦʚ ʢʦʥʪʝʥʪʘ

Áʀʩʧʦʣʴʟʫʡʪʝ ʥʘʙʦʨ 
ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʭ ʢʘʪʝʛʦʨʠʡ 
ʠʣʠ ʩʦʟʜʘʡʪʝ ʩʚʦʠ 
ʩʦʙʩʪʚʝʥʥʳʝ

Áʄʦʞʝʪ ʧʨʠʤʝʥʷʪʩʷ ʢ 
ʦʧʨʝʜʝʣʝʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ 
ʧʨʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʫʩʣʦʚʠʷʭ
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ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʫʪʝʯʢʠ ʜʘʥʥʳʭ
ʇʦʣʥʦʮʝʥʥʘʷ ʩʠʩʪʝʤʘ ʨʝʘʛʠʨʦʚʘʥʠʷ ʠ ʨʝʧʦʨʪʠʥʛʘ

Áɺʩʪʨʦʝʥʥʳʡ ʥʘʙʦʨ 
ʨʝʘʢʮʠʡ ïh ʠʬʨʦʚʘʥʠʝ, 
ʦʪʧʨʘʚʢʘ ʚ ʢʘʨʘʥʪʠʥ, 
ʩʙʨʦʩ, bounce, ʩʢʨʳʪʘʷ 
ʢʦʧʠʷ, ʚʳʨʝʟʘʥʠʝ 
ʩʦʜʝʨʞʠʤʦʛʦ, 
ʫʚʝʜʦʤʣʝʥʠʝ

Áʇʦʜʦʟʨʠʪʝʣʴʥʳʡ 
ʢʦʥʪʝʥʪ ʧʦʜʩʚʝʯʠʚʘʝʪʩʷ 
ʚ ʢʘʨʘʥʪʠʥʝ ʜʣʷ 
ʫʩʢʦʨʝʥʠʷ ʧʦʠʩʢʘ

Áʇʦʩʪʨʦʝʥʠʝ ʦʪʯʝʪʦʚ ʥʘ 
ʦʩʥʦʚʝ ʧʦʣʠʪʠʢ ʠ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ
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RSAïʃʠʜʝʨ ʨʳʥʢʘ ʠ ʪʝʭʥʦʣʦʛʠʡ

ÁRanked as ñLeaderò in 
Gartner Magic Quadrant

Áʌʦʢʫʩʠʨʫʝʪʩʷ ʥʘ ʪʦʯʥʦʩʪʠ:
ʙʦʣʴʰʘʷ 
ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʘʷ 
ʢʦʤʘʥʜʘ ʚʳʜʝʣʝʥʘ ʜʣʷ 
ʥʘʧʠʩʘʥʠʷ ʠ ʧʨʦʚʝʨʢʠ 
ʧʦʣʠʪʠʢ

ñRSA has strong described content capabilities enabled by a
formal knowledge-engineering processò - Gartner

http://www.bcbs.com/
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ʇʦʣʥʦʝ, ʛʣʦʙʘʣʴʥʦʝ ʧʦʢʨʳʪʠʝ

ʈʘʟʣʠʯʥʳʝ 

ʚʘʨʠʘʥʪʳ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ

ɹʦʣʝʝ 100 

ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʭ 

ʰʘʙʣʦʥʦʚ

ʇʦʣʠʪʠʢʠ, ʩʦʟʜʘʚʘʝʤʳʝ 
ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ
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ʐʠʨʦʢʠʡ ʥʘʙʦʨ ʦʧʮʠʡ ʨʝʘʛʠʨʦʚʘʥʠʷ

1 ɼʦʩʪʘʚʢʘ, ʢʘʨʘʥʪʠʥ, 
ʩʙʨʦʩ, ʰʠʬʨʦʚʘʥʠʝ

2 ɼʦʙʘʚʠʪʴ ʦʪʢʘʟ ʦʪ 
ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ

3 ʆʪʦʩʣʘʪʴ ʢʦʧʠʶ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ 
ʙʝʟʦʧʘʩʥʦʩʪʠ

4 ʋʚʝʜʦʤʠʪʴ ʦʪʧʨʘʚʠʪʝʣʷ 
ʠ/ʠʣʠ ʧʦʣʫʯʘʪʝʣʷ

1

2

3

4
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ʋʧʨʘʚʣʝʥʠʝ ʚʩʝʤʠ ʬʫʥʢʮʠʷʤʠ ʠʟ ʦʜʥʦʡ 
ʢʦʥʩʦʣʠ

Áʅʘʩʪʨʘʠʚʘʡʪʝ ʘʥʪʠ-ʩʧʘʤ, ʘʥʪʠʚʠʨʫʩ, ʢʦʥʪʝʥʪʥʳʝ 

ʬʠʣʴʪʨʳ, ʧʨʝʚʝʥʪʠʚʥʫʶ ʟʘʱʠʪʫ, ʰʠʬʨʦʚʘʥʠʝ ʠ DLP ʩ 

ʧʦʤʦʱʴʶ ʦʜʥʦʛʦ ʠ ʪʦʛʦ ʞʝ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ
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ɻʘʨʘʥʪʠʨʦʚʘʥʥʘʷ ʪʦʯʥʦʩʪʴ ʘʥʘʣʠʟʘ
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ʇʨʦʩʪʦ ʥʘʩʪʨʘʠʚʘʪʴ
ʆʩʪʘʥʘʚʣʠʪʝ ʢʘʥʘʣ ʫʪʝʯʝʢ ʚ ʪʝʯʝʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʤʠʥʫʪ

ɸʢʪʠʚʘʮʠʷ 

ʧʦʣʠʪʠʢ 

ʦʜʥʠʤ ʢʣʠʢʦʤ 

ʤʳʰʢʠ

ʀʥʪʝʛʨʠʨʦʚʘʥ
ʚ ʤʝʥʝʜʞʝʨ 
ʧʦʣʠʪʠʢ
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ʃʝʛʢʦ ʦʪʩʣʝʞʠʚʘʪʴ

Áʆʪʯʝʪʳ ʧʦ ʧʦʣʠʪʠʢʘʤ 
ʠ ʧʦ ʩʝʨʴʝʟʥʦʩʪʠ 
ʥʘʨʫʰʝʥʠʷ

Áɼʦʩʪʫʧʥʳ ʢʘʢ ʦʪʯʝʪʳ 
ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ, 
ʪʘʢ ʠ ʧʦ ʨʘʩʧʠʩʘʥʠʶ
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ʃʝʛʢʦ ʠʩʢʘʪʴ

ʇʨʦʩʪʦʡ ʧʦʠʩʢ 
ʩʦʦʙʱʝʥʠʡ

ʇʨʦʩʤʦʪʨ 
ʜʝʪʘʣʝʡ 

ʥʘʨʫʰʝʥʠʷ ʠ ʛʜʝ 
ʦʥʦ ʧʨʦʠʟʦʰʣʦ
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ʇʨʦʩʪʦʪʘ ʩʦʟʜʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ 
ʧʦʣʠʪʠʢ

ʂʘʪʝʛʦʨʠʷ ʩʝʨʴʝʟʥʦʩʪʠ ʥʘʨʫʰʝʥʠʷ

ʅʘʟʚʘʥʠʝ ʧʦʣʠʪʠʢʠ ʠ ʦʧʠʩʘʥʠʝ

ʉʢʘʥʠʨʦʚʘʥʠʝ ʢʦʥʪʝʥʪʘ

ɺʦʟʤʦʞʥʳʡ ʥʘʙʦʨ ʜʝʡʩʪʚʠʡ
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ɿʘʯʝʤ ʚʩʝ ʵʪʦ ʥʫʞʥʦ? 



É 2009 Cisco Systems, Inc. All rights reserved.Cisco Public 31

ʋ
ʧ
ʨ
ʘ
ʚ
ʣ
ʝ
ʥ
ʠ
ʝ

Email. ɸʨʭʠʪʝʢʪʫʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ.
ɹʝʟʦʧʘʩʥʦʩʪʴ ʚʭʦʜʷʱʠʭ ʩʦʦʙʱʝʥʠʡ, ʢʦʥʪʨʦʣʴ ʠʩʭʦʜʷʱʠʭ

ɿʘʱʠʪʘ ʦʪ 

ʩʧʘʤʘ

ɿʘʱʠʪʘ ʦʪ 

ʚʠʨʫʩʦʚ

ʇʣʘʪʬʦʨʤʘ EMAIL 

CISCO IRONPORT ASYNCOSÊ

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ 

ʫʪʝʯʢʠ ʜʘʥʥʳʭ

ɹʝʟʦʧʘʩʥʳʡ 

ʦʙʤʝʥ 

ʩʦʦʙʱʝʥʠʷʤʠ

ɹʝʟʦʧʘʩʥʦʩʪʴ 

ʚʭʦʜʷʱʠʭ ʩʦʦʙʱʝʥʠʡ

ʂʦʥʪʨʦʣʴ ʠʩʭʦʜʷʱʠʭ 

ʩʦʦʙʱʝʥʠʡ
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ʐʠʬʨʦʚʘʥʠʝ Email Cisco IronPort 
ʃʝʛʢʦ ʜʣʷ ʦʪʧʨʘʚʠʪʝʣʷ. . . 

Áɸʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʢʣʶʯʘʤʠ

Áʅʝ ʪʨʝʙʫʝʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ ʇʆ ʥʘ ʨʘʙʦʯʝʡ 
ʩʪʘʥʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ

Áʄʦʞʥʦ ʣʝʛʢʦ ʠ ʙʳʩʪʨʦ ʦʪʦʩʣʘʪʴ ʥʘ ʣʶʙʦʡ 
ʘʜʨʝʩ

CISCO REGISTERED 

ENVELOPE SERVICE
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3. ʇʨʦʩʤʦʪʨʝʪʴ ʩʦʦʙʱʝʥʠʝ

2. ɺʚʝʩʪʠ ʧʘʨʦʣʴ1. ʆʪʢʨʳʪʴ ʧʨʠʩʦʝʜʠʥʝʥʥʳʡ ʬʘʡʣ

ʐʠʬʨʦʚʘʥʠʝ Email Cisco IronPort 
ʃʝʛʢʦ ʜʣʷ ʧʦʣʫʯʘʪʝʣʷ. . .
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ɻʠʙʢʦʩʪʴ ʠ ʧʨʦʩʪʦʪʘ
ɺʩʝ ʠʟ ʦʜʥʦʛʦ ʧʦʯʪʦʚʦʛʦ ʢʣʠʝʥʪʘ

TO: and FROM:

Subject (tags)

PriorityñSend Secureò

Content

User Controls + Central Policy
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Email ʙʠʟʥʝʩ-ʢʣʘʩʩʘ
ʇʦʣʥʳʡ ʢʦʥʪʨʦʣʴ ʩʦʦʙʱʝʥʠʷ

Guaranteed

Read Receipt

Guaranteed

Recall
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Email. ɸʨʭʠʪʝʢʪʫʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ.
ɹʝʟʦʧʘʩʥʦʩʪʴ ʚʭʦʜʷʱʠʭ ʩʦʦʙʱʝʥʠʡ, ʢʦʥʪʨʦʣʴ ʠʩʭʦʜʷʱʠʭ
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ɿʘʱʠʪʘ ʦʪ 

ʚʠʨʫʩʦʚ
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CISCO IRONPORT ASYNCOSÊ

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ 

ʫʪʝʯʢʠ ʜʘʥʥʳʭ

ɹʝʟʦʧʘʩʥʳʡ 

ʦʙʤʝʥ 

ʩʦʦʙʱʝʥʠʷʤʠ

ɹʝʟʦʧʘʩʥʦʩʪʴ 

ʚʭʦʜʷʱʠʭ ʩʦʦʙʱʝʥʠʡ

ʂʦʥʪʨʦʣʴ ʠʩʭʦʜʷʱʠʭ 

ʩʦʦʙʱʝʥʠʡ
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Cisco IronPort Email Security Manager
ʇʨʦʩʪʘʷ ʥʘʩʪʨʦʡʢʘ ʧʦʣʠʪʠʢ ʜʣʷ ʚʩʝʡ ʦʨʛʘʥʠʟʘʮʠʠ

ʂʘʪʝʛʦʨʠʠ: ʜʦʤʝʥ, ʠʤʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ, LDAP

IT

SALES

LEGAL

ñIronPort Email Security Manager ʨʘʙʦʪʘʝʪ ʢʘʢ ʦʜʥʘ ʤʦʱʥʘʷ ʠ ʛʠʙʢʘʷ ʢʦʥʩʦʣʴ 
ʥʘʩʪʨʦʡʢʠ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ ʚʩʝʤʠ ʩʝʨʚʠʩʘʤʠ ʫʩʪʨʦʡʩʪʚʘ,

ïPC Magazine

Åʇʦʤʝʪʠʪʴ ʠ ʜʦʩʪʘʚʠʪʴ ʩʧʘʤ

Åʋʜʘʣʠʪʴ ʠʩʧʦʣʥʷʝʤʳʝ 
ʬʘʡʣʳ

Åɸʨʭʠʚʠʨʦʚʘʪʴ ʚʩʶ ʧʦʯʪʫ

ÅVirus Outbreak Filters 
ʟʘʧʨʝʱʝʥ ʜʣʷ doc 
ʬʘʡʣʦʚ

Åʈʘʟʨʝʰʠʪʴ ʚʩʝ ʤʝʜʠʘʬʘʡʣʳ

Åʀʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ ʚ 
ʢʘʨʘʥʪʠʥ
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Å Email Volumes

Spam Counters

Policy Violations

Virus Reports

Outgoing Email Data

Reputation Service

System Health View

Áʇʨʦʩʤʦʪʨ 
ʢʦʥʩʦʣʠʜʠʨʦʚʘ
ʥʥʳʭ ʦʪʯʝʪʦʚ 
ʜʣʷ ʚʩʝʡ 
ʦʨʛʘʥʠʟʘʮʠʠ

Áʇʦʜʨʦʙʥʦʩʪʠ 
ʪʨʘʬʠʢʘ email 
ʠ ʫʛʨʦʟ

Áʀʝʨʘʨʭʠʯʝʩʢʘʷ 
ʩʠʩʪʝʤʘ 
ʦʪʯʝʪʦʚ

M
u

lt
ip

le
 d

a
ta

 p
o

in
ts

Consolidated Reports

ʆʪʯʝʪʳ
ʋʥʠʬʠʮʠʨʦʚʘʥʥʘʷ ʩʠʩʪʝʤʘ ʧʦʩʪʨʦʝʥʠʷ ʦʪʯʝʪʦʚ ʜʣʷ ʙʠʟʥʝʩʘ
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ʇʦʠʩʢ ʩʦʦʙʱʝʥʠʡ
Message Tracking

ʏʪʦ ʩʣʫʯʠʣʦʩʴ ʩ 
ʧʠʩʴʤʦʤ, ʢʦʪʦʨʦʝ ʷ 
ʦʪʦʩʣʘʣ 2 ʯʘʩʘ 
ʥʘʟʘʜ?

Vʆʪʩʣʝʞʠʚʘʥʠʝ 
ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ 
ʩʦʦʙʱʝʥʠʡ

ʂʪʦ ʝʱʝ ʧʦʣʫʯʠʣ 
ʪʘʢʫʶ ʧʦʯʪʫ?

Vʈʘʩʩʣʝʜʦʚʘʥʠʝ 
ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ 
ʛʘʨʘʥʪʠʨʦʚʘʪʴ 
ʚʳʧʦʣʥʝʥʠʝ 
ʟʘʢʦʥʦʜʘʪʝʣʴʥʳʭ 
ʥʦʨʤ
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ʩʦʦʙʱʝʥʠʷʤʠ

ɹʝʟʦʧʘʩʥʦʩʪʴ 

ʚʭʦʜʷʱʠʭ ʩʦʦʙʱʝʥʠʡ

ʂʦʥʪʨʦʣʴ ʠʩʭʦʜʷʱʠʭ 

ʩʦʦʙʱʝʥʠʡ



É 2009 Cisco Systems, Inc. All rights reserved.Cisco Public 41

Bounce Verification
ʀʟʙʝʞʘʪʴ 

ʧʝʨʝʥʘʧʨʘʚʣʝʥʥʳʭ 
bounces

DKIM ʧʦʜʧʠʩʴ ʠ 
ʧʨʦʚʝʨʢʘ

ʇʨʦʚʝʨʢʘ ʦʪʧʨʘʚʠʪʝʣʷ

SPF ʧʨʦʚʝʨʢʘ
ʇʨʦʚʝʨʢʘ ʪʦʛʦ, ʯʪʦ 

ʧʠʩʴʤʦ ʙʳʣʦ ʦʪʧʨʘʚʝʥʦ 
ʩʝʨʚʝʨʦʤ, 

ʘʚʪʦʨʠʟʦʚʘʥʥʳʤ 
ʦʪʧʨʘʚʣʷʪʴ ʧʦʯʪʫ ʜʣʷ 
ʜʘʥʥʦʛʦ ʜʦʤʝʥʘ

HTML Sanitization
ʠʟʙʝʞʘʪʴ ʧʦʜʜʝʣʴʥʳʭ

URLs

ʇʨʦʚʝʨʢʘ ʧʦʣʫʯʘʪʝʣʷ
ʋʜʘʣʠʪʴ ʩʦʦʙʱʝʥʠʷ, 
ʢʦʪʦʨʳʝ ʦʪʧʨʘʚʣʝʥʳ ʥʘ 
ʥʝʩʫʱʝʩʪʚʫʶʱʠʡ ʘʜʨʝʩ

TLS ʰʠʬʨʦʚʘʥʠʝ
ʐʠʬʨʦʚʘʥʠʝ ʥʘ 
ʫʨʦʚʥʝ ʰʣʶʟ-ʰʣʶʟ

Cisco IronPort AsyncOS
ʅʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ ʟʘʱʠʪʳ ʟʘʢʘʟʯʠʢʦʚ

ʉʧʘʤ-ʢʘʨʘʥʪʠʥ, 
ʯʝʨʥʳʝ ʠ ʙʝʣʳʝ 
ʩʧʠʩʢʠ ʜʣʷ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ

ʂʦʥʪʨʦʣʴ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ

ɺʦʟʤʦʞʥʦʩʪ LDAP
LDAP ʩʩʳʣʢʠ, 
ʥʝʩʢʦʣʴʢʦ LDAP 

ʩʝʨʚʝʨʦʚ, ʫʩʪʘʥʦʚʢʘ ʟʘ 
3 ʰʘʛʘ


