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˸͙ͪΣ ͍ ͦͭͦͪͦͣ͟ ͣ· ͙͍͖͗ͣΧ
̉͊ͫͭΈ 1



˾͔͔͔͙͔͊ͫͨͪ͒ͤ͡ ͊ͭ͊͟ ͍ нллу ͎ͦ͒ͯ ό͙͙ͫͭ͊ͭͫͭ͊͟ KSN)

× KSNςͣ ͙͙ͦͤ͡͡· ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͙͘ 213 ͫ ͙ͭͪ͊ͤͣͪ͊
ü ˸͙͊ͫͣ͊͟͡Έͤͦ ͔͙͍͔ͦͨͪ͊ͭͤͦ ͔͎͙͍͙͔ͪ͊ͪͦ͊ͤ ό͒ͦ ͔͒ͫΎ͍ͭͦ͟ ͔ͫͯͤ͒͟ύ

ü ˸ͦ΅ͤ͊Ύ ͙͔ͫͫͭͣ͊ ͫ͋ͦͪ͊ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ͋ ͎ͯͪͦ͊͘ͻ

× ˢ͙ͭ͊͟ ;͔͔ͪ͘ Ή͔ͭͪͦͤͤͯ͟͡Ό ͨͦ;ͭͯ
ü ˤ͔ͪ͒ͦͤͦͫͤ·͚ ͭͪ͊ͺ͙͟ ςͦ ͭ 1,1%͒ͦ 2,5%

ü ͙̅΄͙͎͍ͤͦ·͔͙͊ͭ͊͟ ςͦ ͭ 0,62%͒ ͦ 0,78%

× ˢ͙ͭ͊͟ ;͔͔ͪ͘ ͔͋ͪ͊ͯͪ͘ ς23Ω680Ω646 ͊ ͭ͊͟

× ˿͔͔͍ͭ·͔ ͙͊ͭ͊͟ ς30Ω234Ω287 ͊ ͭ͊͟

× ˶ͦ͊͟͡Έͤ·͔ ͔͙͊ͪ͊͗ͤ͘Ύ
ü 6Ω349Ω359 ͙ ͤͼ͙͔͍͒ͤͭͦ (Virus.Win32.Sality, Worm.Win32.Autorun͙  ͒ͪΦύ

ü 189Ω785 ͪ ͙͊͘͡;ͤ·ͻ ͍͔ͪ͒ͦͤͦͫͤ·ͻ ͎ͨͪͦͪ͊ͣͣ

× ̂Ύ͍͙͙ͣͦͫͭ͘ ς130Ω518Ω320 ͅ ͚͍͊ͦ͡ ͙ ͙͔͙͚ͨͪͦ͗ͤ͡

× ˨͙ ͙ͤ͊ͣ͊͟ ͨͦΎ͍͔͙ͤ͡Ύ ͔͙͍͔ͤͫͭͤ͘·ͻ ͍͔͍ͦͪ͒ͦ͘͡ϤоΩплл͍ ͔͒ͤΈ
ˮͫͭͦ;͙ͤ͟: Kaspersky Lab



˽͔͍͙ͪ͊ͪͯ͡Ό΅͙͚ ͙ͫͭͦ;͙ͤ͟ ͔͙͊ͪ͊͗ͤ͘Ύ ςWeb

× Webͫͭ͊͡ ͍ͦͫͤͦͤ·ͣ ͙ͫͭͦ;͙ͤͦͣ͟ ͔͙͊ͪ͊͗ͤ͘ΎΣ ͊ Ή͔ͭͪͦͤͤ͊͟͡Ύ 
ͨͦ;ͭ͊ ͦͭͦ΄͊͡ ͤ͊ ͍͚ͭͦͪͦ ͨ͊ͤ͡

× ˽͍ͦ͒͊͡ΎΌ΅͔͔ ͋ͦ͡Έ΄͙͍ͤͫͭͦ ͊ͭ͊͟ ͍͙ͨͪͦͦ͒ͭͫΎ ͙ͨͪ ͨͦͣͦ΅͙ 
͔ͭͻ͎͙͙ͤͦͦ͡ drive-by-downloadͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ͙ͪ͊͘͡;ͤ·ͻ 
Ή͚͍ͫͨͦͭͦ͟͡ς͘ ͔͙͔͊ͪ͊͗ͤ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͔͔ͤ͊ͣͭͤͦ͘ ͒͡Ύ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͍ͦ ͍͔ͪͣΎ ͦ͋·;͚ͤͦ ͪ͊͋ͦͭ· ͍ ͙͔͔͔ͤͭͪͤͭ
ü ˤͦͣ͊ͤͤ͘͡·͔ ͚ͫ͊ͭ· ͍͟͡Ό;͊Όͭ ͫͪ͟·ͭ·͔ ͦ͋ͪ͊΅͔͙ͤΎ ͟ ͎͙͒ͪͯͣ ͔ͪͫͯͪͫ͊ͣΣ 
ͤ͊ ͦͭͦͪ͟·ͻ ͔ͪ͊ͣ͘΅͖ͤ ͍͔ͪ͒ͦͤͦͫͤ·͚ ͦ͒͟Σ ͤ͊ͼ͔͔ͤͤ͡·͚ ͤ͊ ͯΎ͍͙͙ͣͦͫͭ͘ 
͔͍͋ͪ͊ͯͪͦ͘ ͙ ͎͙͍ͨ͊ͤͦ͟͡ ͙ͤͣ ό!ŎǘƛǾŜ·Σ wŜŀƭtƭŀȅŜǊΣ CƭŀǎƘ tƭŀȅŜǊΣ Χύ

ü 10 ͙ ͘ нл ͙͔͔ͤ͊͋ͦ͡ ͖ͪ͊ͫͨͪͦͫͭͪ͊ͤͤͤ·ͻ ͎ͨͪͦͪ͊ͣͣ ͙ͤ͊ͨͫ͊ͤ· ͤ͊ Ύ͘·͔͟ 
Java-Script ͍  ͍͙͔͒ HTML-͔͎͍ͭͦΣ ;ͭͦ ͎͍͙ͦͦͪͭ ͦ ͔ͤͦ͋ͻ͙͙ͦ͒ͣͦͫͭ 
͙͍͙͚͊ͤͭͪͯͫͤͦ ͍͔͙ͨͪͦͪ͟ ͍͔ͫͻ ͙ͫͨͦͤ͡Ύ͔ͣ·ͻ ͙͍ͫͪͨͭͦ͟

× ˤ͔ͪͣΎ ͙͙͗ͤ͘ ͍͔͎ͪ͒ͦͤͦͫͤͦͦ URL͙ ͫ;͙ͫ͡Ύ͔ͭͫΎ ͔ͯ͗ ͔ͤ ͍ ͫͯͭ͊͟ͻ
ü ˿͔͔͔ͪ͒ͤ ͍͔ͪͣΎ ͙͙͗ͤ͘ ͚ͭ͊ͦ͟ URLςп ;͊ͫ͊

ˮͫͭͦ;͙ͤ͟: Kaspersky Lab



ˮͫͭͦ;͙͙ͤ͟ ͊ͭ͊͟

× 23Ω508Ω073 ͊ ͙ͭ͊͟ нллу ͎ͦ͒͊Σ 
͍͙͙ͨͪͦͦ͒ͫ͡Έ ͫ ͙͔͔ͤͭͪͤͭ-͔͍ͪͫͯͪͫͦ, 
͔ͪ͊ͣ͘΅͖ͤͤ·ͻ ͍ 126ͫͭͪ͊ͤ͊ͻ ͙ͣͪ͊ 
ό͔͙͙ͭͪͪͭͦͪ͊͡ΈͤͯΌ ͙͔ͨͪͤ͊͒͗ͤͦͫͭ͡Έ 
͔΅͖ мтнΩрто ͊ͭ͊͟ ͔͔͙ͦͨͪ͒ͭ͡Έ ͔ͤ 
ͯ͒͊ͦͫ͡Έύ

× ˣ͔͔ͦ͡ 99%͊ͭ͊͟ ͍͙͙ͨͪͦͦ͒ͫ͡Έ ͫ 
͙͔͔ͤͭͪͤͭ-͔͍ͪͫͯͪͫͦ20ͫͭͪ͊ͤ
ü ˽ͦ ͔ͪͯ͘͡Έͭ͊ͭ͊ͣ мQ09 ˾ ͙ͦͫͫΎ
͔͔͔͙ͨͪͣͫͭ͊ͫ͡Έ ͤ͊ ͍͔ͭͦͪͦ ͔ͣͫͭͦ,
͙ ͍ нQ09ͫͦͻ͙ͪ͊ͤ͊͡ Ήͭͯ ͙ͨͦ͘ͼ͙Ό L

× ˣ͔͔ͦ͡ 70%͍ͤͦ·ͻ ͍͔ͪ͒ͦͤͦͫͤ·ͻ 
͎ͨͪͦͪ͊ͣͣ ς͟ ͙͚͎ͭ͊ͫͦͦ͟ 
͙ͨͪͦͫͻ͔͙ͦ͗͒ͤΎ

ʅʞʪʫʧ ʊʫʩʙʦʙ ʃʧʤʡʰʞʪʫʛʧʈʩʧʯʞʦʫ

1 CHINA 18568923 78,99%

2 UNITED STATES 1615247 6,87%

3 NETHERLANDS 762506 3,24%

4 GERMANY 446476 1,90%

5 RUSSIAN FEDERATION 420233 1,79%

6 LATVIA 369858 1,57%

7 UNITED KINGDOM 272905 1,16%

8 UKRAINE 232642 0,99%

9 CANADA 141012 0,60%

10 ISRAEL 116130 0,49%

11 LITHUANIA 110380 0,47%

12 SOUTH KOREA 46167 0,20%

13 HONG KONG 44487 0,19%

14 ESTONIA 41623 0,18%

15 SWEDEN 40079 0,17%

16 FRANCE 31257 0,13%

17 ITALY 29253 0,12%

18 BRAZIL 25637 0,11%

19 PHILIPPINES 19920 0,09%

20 JAPAN 16212 0,07%

ˮͫͭͦ;͙ͤ͟: Kaspersky Lab



˥͔͎ͦͪ͊ͺ͙Ύ ͙ͫͭͦ;͙͍ͤͦ͟ ͊ͭ͊͟ ͍ Q309

× ˽͔͍ͪ͊Ύ ͍͒͊͒ͼ͊ͭ͊͟ 3Q09ςфуΣу҈ ͊ͭ͊͟
ü ˿̊ˢ ͍·͍͙ͪ͊ͫ͡Έ ͤ͊ ͔͍͔ͨͪͦ ͔ͣͫͭͦΣ ͔͔͙͍ͦͨͪ͒ ͨͪͦ͒ͦ͗͊͡Ό΅͙͚ ͙ͪ͊ͫͭ ͨͦ 
͙ͦ͟͡;͔͍ͫͭͯ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ ͒͡Ύ ͊ͭ͊͟ ͻ͙͎͍ͦͫͭͤͦ·ͻ͔͍ͪͫͯͪͫͦ ˴͙͚ͭ͊

ü ˾͙ͦͫͫΎ ςͦ ͙ͨͯͫͭ͊ͫ͡Έ ͤ͊ ͔ͭͪͭΈ͔ ͔ͣͫͭͦ

Îˤ ͭͦͣ ;͙͔ͫ͡ ͍͙ͨͪ͊͡Έͤͦ ͫͪ͊͋ͦͭ͊ͦ͡ ͔ͯ͗ͫͭͦ;͔͙͔ͤ ͍͙ͨͪ͊͡ ͔͎͙ͪͫͭͪ͊ͼ͙͙ 
͔͍͒ͦͣͤͦΣ ͍͍͔͖͔͒ͤͤͦ ͍ ͨͪͦ΄ͦͣ͡ ͍͔͊ͪͭ͊͟͡

ü 4-͔ ͙ р-͔ ͔ͣͫͭ͊ ς͘ ͊ ˥͔͙͔͚ͪͣ͊ͤ ͙ ˣ͙͙͔͚ͪ͊͘͡ ͍͔͍͔ͫͦͦͭͭͫͭͤͤͦ

UNITED STATES CHINA

RUSSIAN FEDERATION GERMANY

BRAZIL INDIA

UNITED KINGDOM TAIWAN

ITALY UKRAINE

ROMANIA ISRAEL

CANADA KOREA, REPUBLIC OF

KAZAKHSTAN FRANCE

JAPAN ARGENTINA

SPAIN NETHERLANDS



˹͊ͼ͔͔ͤͤͦͫͭ͡Έ ͊ͭ͊͟

ʅʞʪʫʧ ʊʫʩʙʦʙ ʃʧʤʡʰʞʪʫʛʧʈʩʧʯʞʦʫ

1 CHINA 12708285 53,67%

2 EGYPT 3615355 15,27%

3 TURKEY 709499 3,00%

4 INDIA 479429 2,03%

5 UNITED STATES 416437 1,76%

6 VIETNAM 346602 1,46%

7 RUSSIAN FEDERATION 335656 1,42%

8 MEXICO 308399 1,30%

9 SAUDI ARABIA 287300 1,21%

10 GERMANY 253097 1,07%

11 MOROCCO 230199 0,97%

12 THAILAND 204417 0,86%

13 INDONESIA 190607 0,81%

14 UNITED KINGDOM 188908 0,80%

15 FRANCE 182975 0,77%

16 SYRIA 134601 0,57%

17 BRAZIL 123736 0,52%

18 TAIWAN 122264 0,52%

19 ITALY 121508 0,51%

20 ISRAEL 118664 0,50%

× ˹͊ ͒ͦ͡Ό 20ͫͭͪ͊ͤ ͙ͨͪ΄ͦͫ͡Έ 89%
͊͘ͺ͙͙͍ͫͪͦ͊ͤͤ͟·ͻ ͊ͭ͊͟
ü ˣ͔͔ͦ͡ ͍͙ͨͦͦͤ͡· ςͤ ͊ ˴͙͚ͭ͊

Î ˽͔͙ͪͣͯ΅͔͍͔ͫͭͤͤͦ ͭͪͦΎͤͼ·Σ ͪ͊͒ͯ͟΅͙͔ 
ͯ;͖ͭͤ·͔ ͙͙͊ͨͫ͘ ͟ on-line͙͎ͪ͊ͣ

ü ˩͎͙͔ͨͭΣ ́ͯͪͼ͙Ύ ͙ ˮ͙ͤ͒Ύ ͔͔͙͍ͨͪ͗͊Όͭ 
ζ͙͔͔ͤͭͪͤͭ-͋ͯͣη ͤ͊ ͺ͔ͦͤ ͚͔ͪ͊ͤ͟ ͙͎ͤͦͦ͘͟ 
͍ͯͪͦͤΎ ͍͙͊͟͡ͺ͙͊͟ͼ͙͙ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡

Î ˿͙͔ͦ͒͊ͤ͘ ͙ͦͣ͋͘-͔͔͚ͫͭ όͫͨ͊ͣΣ ͺ͙΄͙͎ͤ, 
͔͙͔ͪ͊ͫͨͪͦͫͭͪ͊ͤͤ ͍ͤͦ·ͻ ͍͔ͪ͒ͦͤͦͫͤ·ͻ 
͎ͨͪͦͪ͊ͣͣύ

ü ˿̊ˢΣ ˾͙ͦͫͫΎΣ ˥͔͙ͪͣ͊ͤΎΣ ˤ͔͙͙͙ͦ͋ͪͭ͊ͤ͟͡ΎΣ 
̅ͪ͊ͤͼ͙ΎΣ ˣ͙͙ͪ͊͘͡ΎΣ ˮ͙ͭ͊͡Ύ ͙ ˮ͙ͪ͊͘͡Έ

Î ̂;͖ͭͤ·͔ ͙͙͊ͨͫ͘ ͖ͨ͊ͭ͗ͤ͡·ͻ ͙͔ͫͫͭͣ ͙ 
͔ͨͪͫͦͤ͊͡Έͤ·͔ ͒͊ͤͤ·͔

ü ˽ͦ ͔ͪͯ͘͡Έͭ͊ͭ͊ͣ мH09 ˾ ͙ͦͫͫΎͨͦ͒ͤΎ͊ͫ͡Έ 
ͤ͊ ;͔͍͖͔ͭͪͭͦ ͔ͣͫͭͦΣ ͙ ͍ оQ09Ήͭ͊ 
͔͔ͭͤ͒ͤͼ͙Ύ ͫͦͻ͙ͪ͊ͤ͊ͫ͡Έ

ˮͫͭͦ;͙ͤ͟: Kaspersky Lab



˶͙͙͒ͪͯΌ΅͙͔ Ή͚ͫͨͦͭ͟͡·(3Q2009)

× Intrusion.Win.MSSQL.Worm.Helkern[UDP 1434]ς57,43%,ͯΎ͍͙ͣͦͫͭ͘Έ 
ά.ǳŦŦŜǊ hǾŜǊǊǳƴǎ ƛƴ {v[ {ŜǊǾŜǊ нллл wŜǎƻƭǳǘƛƻƴ {ŜǊǾƛŎŜέ όa{лн-039)

ü ͙͔͙̏ͨ͒ͣΎ Slammer͍  Ύ͍͔ͤ͊ͪ нлло

× Intrusion.Win.NETAPI.Buffer-Overflow.Exploit[TCP 445]ς22,6т҈Σ ͯΎ͍͙ͣͦͫͭ͘Έ 
ά{ŜǊǾŜǊ {ŜǊǾƛŎŜ /ƻǳƭŘ !ƭƭƻǿ wŜƳƻǘŜ /ƻŘŜ 9ȄŜŎǳǘƛƻƴέ όa{лу-067)

ü ˿͔͔͍͚ͭͦ ͔ͨ͊ͭ͟ ͫ Ή͚ͫͨͦͭͦͣ͟͡Σ ͦ͒ͤ͊ ͙͘ ͫ͊ͣ·ͻ ͦͨ͊ͫͤ·ͻ ͯΎ͍͙͔͚ͣͦͫͭ͘ нллу ͎ͦ͒ς͊
Ή͔ͫͨͪͭ͟· ͦ ͔͚ͤ ͙ͯͤ͊͘͡ ͙ͨͪ ͙͔͍͙͙ͫͫ͒ͦ͊ͤ͡;͔͍ͪΎ Kido(Conficker/Downadup)

× Intrusion.Win.DCOM.Exploit[TCP 135]ς3,83%Σ ͯΎ͍͙ͣͦͫͭ͘Έ 
άBuffer Overruns in wt/ LƴǘŜǊŦŀŎŜέ όa{ло-026)

ü ͙͔͙̏ͨ͒ͣΎ Lovesan͍  ͍͎͔͊ͯͫͭ нлло

× ˿ͯ΅͔͍͔ͫͭͤͤͦ ͍͔͙ͯ͡;͙ͦͫ͡Έ ͙ͦ͟͡;͔͍ͫͭͦ Ή͚͍ͫͨͦͭͦ͟͡Σ ͍ͨͦͦ͘͡ΎΌ΅͙ͻ 
͍·͙ͨͦͤͭ͡Έ ͙͍ͨͪͦͦ͘͡Έͤ·͚ ͦ͒͟ ͤ͊ ͯΎ͍͙ͣͦͣ͘ ˽˴ 
ü ˤ ͙Ό͔͡ ς͘ ͊ ͫ;͖ͭ ͚͔ͤ͊͒ͤͤ·ͻ ͯΎ͍͙͔͚ͣͦͫͭ͘ ͍ IE 6 ͙  т ͍͔͙͚ͪͫ

ü ˤ ͍͎͔͊ͯͫͭ ςͯ Ύ͍͙ͣͦͫͭ͘Έ ͍ Microsoft Office (MS09-043)

ü ˿͔ͤͭΎ͋ͪΈ ͙ ͔͔͒͊͡ ς͘ ͊ ͫ;͖ͭ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ ͔ͤ ͍͙͍ͯͫͭ͊ͤͦ΄͙ͻ ͍͔͙ͦ͋ͤͦͤ͡Ύ

ˮͫͭͦ;͙ͤ͟: Kaspersky Lab


